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1. Before You Begin

Your new wireless cable modem provides high-speed wireless access to the Internet by using

IEEE 802.11b/g wireless standard and an active Internet Connection through your cable

service provider. This user guide describes how to set up and use the wireless cable modem.

Before installing the wireless cable modem, you should read this user guide to ensure proper

wireless cable modem operation.

Understand the Wireless Cable Modem’s Features

Your wireless cable modem has the following features to help you access and use the Internet:

Wireless connectivity means that you can use your PC just about anywhere in your
home.

802.11b/g compliance ensures interoperability with other 802.11b/g compliant devices
Your wireless cable modem supports transmission rates of 54, 48, 36, 24, 18, 12, 11, 9,
6,5.5,2,and 1 Mbps. .

Two-way design allows the wireless cable modem to send and receive data over the
cable television network.

Cable bandwidth allows data rates of up to 38 megabits per second (Mbps)*, which is
faster than analog modems, integrated services digital network (ISDN), or asymmetric
digital subscriber line (ADSL).

Using your cable line means that the wireless cable modem is always on, always
connected, and doesn’t tie up your phone line.

Plug-and-play operation through universal serial bus (USB) ensures easy setup and
installation.

Data Over Cable Service Interface Specification (DOCSIS™) compliance ensures

interoperability with DOCSIS compliant cable operators.

*NOTE: Speeds may vary based on the following factors:

Computer equipment including available RAM and processor speed
Software applications utilizing your computer s resources
Network traffic depending on the time of day

Limitations set by your Cable Service Provider

Contact Your Local Cable Operator

Before installing you new wireless cable modem, you must contact your local cable service

provider to activate your Internet account. Be sure to have the wireless cable modem’s MAC

address available, which can be found on the underside of the wireless cable modem.
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Prepare Your Area for Wireless Cable Modem Installation

Before installing your wireless cable modem, you should first prepare your area. To do this:

Locate your cable outlet and ensure that it is located within proper distance of your
wireless cable modem and computer. Be sure not to bend the cable as this may strain
the connector and cause damage.

Place wireless cable modem as high as possible. Allow sufficient airflow around the
wireless cable modem to prevent overheating.

Place wireless cable modem and wireless clients in open areas or far away from
transformers, heavy-duty motors, microware ovens, refrigerators, fluorescent lights,
and other manufacturing equipment.

Ensure that the temperature in the room where the wireless cable modem will be
operating is between 0 and 40°C (32 and 104°F)

. The wireless signal may be weaker after it has passed through metal, concrete, brick,

walls, or floors. Also, make sure that the wireless cable modem and wireless adapters
are positioned so that the signal will travel straight through a wall or ceiling for better
reception. For example, a wall that is 1 foot thick, at a 45-degree angle appears to be

almost 2 feet thick.

Gather Supplied and Required Items

You will use a variety of items to install your wireless cable modem. Some of the items are

supplied with your wireless cable modem.

Supplied

Verify that these items were included in the cable modem’s package:

Wireless cable modem
Power adapter

USB cable (1.5m)
Ethernet cable (1.8m)

CD containing USB drivers, wireless client drivers, and this user guide

Not Supplied

Verify that these items are available before beginning the installation:

If using the wireless cable modem’s USB port:

o APC running Windows 98® Second Edition (SE), Windows Me, Windows 2000,
or Windows XP. The cable modem’s USB setup does not support the Macintosh
® operating system, Windows 98 First Edition, and NT.

o Windows 98 SE, Windows Me, Windows 2000, or Windows XP CD or diskettes.
An active USB port on your PC.
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e Ifusing the wireless cable modem’s Ethernet port:
o A PC running Windows 95 (or later) operating system or a Macintosh computer
running system 7.6 (or later) operating system

o An active Ethernet port on your PC or Macintosh

e Ifusing the wireless cable modem’s Wireless feature:
o A PC running Windows 98 (or later) operating system or a Macintosh computer
running system 7.6 (or later) operating system

o An active wireless client on your PC or Macintosh
Be sure to follow the instructions provided for the port that you want to use.

Using the Wireless feature of your wireless cable modem is the simplest and quickest way to
connect your PC or MAC to the Internet. All you need is an 802.11b/g wireless client that is
connected to your PC or MAC. Depending on your cable service provider, you may be able to

connect multiple wireless clients to your wireless cable modem.

Using the USB port allows you to install the wireless cable modem more quickly and easily
than using the Ethernet port, because you do not have to install and configure a network
interface card (NIC).

USB, however, only enables you to connect one computer to the wireless cable modem.
Using the Ethernet port allows you connect multiple computers to a wireless cable modem
through the use of additional equipment which is not included. Please contact your cable

service provider for more information on using multiple computers.

Chapter 2 provides instructions for installing your wireless cable modem using the Wireless
feature.

Chapter 3 provides instructions for installing your wireless cable modem using the USB port.
Chapter 4 provides instructions for installing your wireless cable modem using the Ethernet

port.

2. Installing the Modem Using Wireless

This chapter explains the process for installing your wireless cable modem using the wireless
feature. First you will install the hardware (wireless cable modem, wireless client (not

included), coax cable (not included), and power adapter).

Installing the Hardware

This section explains how to connect the wireless cable modem to the computer, wall cable
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outlet, and electrical outlet. To install the hardware:

1. Power off the computer

2. Connect one end of the coaxial cable to the wireless cable modem’s cable connector.
Connect the other end of the coaxial cable to the cable wall outlet. Be sure not to bend
or over tighten the cables as this may strain the connector and cause damage. If you
plan to connect the wireless cable modem and television to the same wall outlet, you
must use a cable line splitter (not included).

3. Plug the wireless cable modem’s power adapter into the wireless cable modem’s power
jack and into an electrical outlet or surge protector.

4. Follow the installation and configuration instructions included with your wireless
client.

5. You are now ready to use your cable modem.

Troubleshooting the Wireless Installation

The wlan LED is not lit.

e Verify that your Wireless PC Card or Wireless USB client is properly connected to your
computer.

e Try positioning the computer closer to the wireless cable modem. The wireless signal
may be weaker after it has passed through metal, concrete, brick, walls, or floors. Make
sure that the wireless cable modem and wireless adapters are positioned so that the
signal will travel straight through a wall or ceiling for better reception. For example, a
wall that is 1 foot thick, at a 45-degree angle appears to be almost 2 feet thick.

e Make sure PC's wireless client is connecting to right WLCM. Check the SSID of the
WLCM and wireless client.

o [f WEP (Wired Equivalent Privacy) is set, verify that the WEP key set in the modem
matches the WEP key set in the wireless client

3. Installing the Wireless Cable Modem Using the USB Port

This chapter explains the process for installing your cable modem using the USB port. First,
you will install the hardware (cable modem, USB cable, coax cable, and power adapter). You

will then install the cable modem drivers and verify that the modem is functioning properly.

NOTE: The cable modem'’s USB setup does not support the Macintosh ® operating system,
Windows 95 & NT.

Using the USB port allows you to install the cable modem more quickly and easily than using
the Ethernet port, because you do not have to install and configure a network interface card
(NIC).
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USB, however, only enables you to connect one computer to the cable modem. Using the
Ethernet port allows to you connect multiple computers to a cable modem through the use of
additional equipment which is not included. Please contact your cable service provider for

more information on using multiple computers.

Installing the Software Drivers Before Hardware Connection
CAUTION: You should run the “Setup.exe” program first before you connect USB
cable to the PC.

To install the cable modem software drivers using the Windows operating system:

1. Double click the “Setup.exe” program in the CD.

2. Then the “Choose Setup Language” screen appears. You can choose the language you
need and click “OK”.

Choose Setup Language D__<|

1 Select the language for thiz installation from
- the choices below,

Ok | Cancel

3. You will see the following Welcome screen.

UISB Install Shield 1.10.35. 1002 [E

Welcome to the InstallShield Wizard for USB
Driver

The InztallShield® Wizard will install JSEB Driver on pour
computer. To continue, click Mext.

Cancel

4. Click “Next>". You will see the following Start screen.
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UISB Install Shield 1.10.35. 1002

Start Copying Files
Review settings before copying files.

Setup haz enough information ko start copying the program files. IF you want to review or
change any zettingz, click Back. If you are satizfied with the zettings, click Nest to begin
copiing files.

Current Settings:

Ingtall file:

Lzberm.inf
uzbicm, sys

¢ Back Cancel

5. Click “Next>". You will see the following ‘Complete’ screen.

USB Install Shield 1.10.35. 1002

InstallShield Wizard Complete

Setup has finizhed instaling USE Driver on your computer.

6. Click “Finish”. You will see below screen, and then select ‘ Yes.” Now you can connect the
USB cable to the PC by following next section instructions.
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Installing the Hardware

This section explains how to connect the cable modem to the computer, wall outlet, and

electrical outlet.

To install the hardware:

1. Power off the computer

2. Connect one end of the coaxial cable to the cable modem’s cable connector. Connect
the other end of the coaxial cable to the cable wall outlet. Be sure not to bend or over
tighten the cables as this may strain the connector and cause damage. If you plan to
connect the cable modem and television to the same wall outlet, you must use a cable
line splitter (not included).

3. Connect one end of the USB cable to the cable modem’s USB port and the other end of
the cable to the USB port on the PC.

4. Plug the cable modem’s power adapter into the cable modem’s power jack and into a
wall outlet or surge protector.

5. You are now ready to install the software drivers.

Installing the Software Drivers
This section explains how to install the software drivers that your PC requires for the cable

modem to operate.

Installing the Software Drivers in Windows 98 SE Operating System

CAUTION: You must install the drivers located on the CD that ships with your cable
modem. If you use the default Windows-supplied software drivers, you will not be able
to properly install the cable modem.

To install the cable modem software drivers using the Windows 98 operating system:
1. Power on your PC. After your computer boots, Windows detects the cable modem.
The Found New Hardware screen appears, followed by the Add New Hardware

Wizard screen.
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Add Hew Hardware Wizard

This wizard searches for new drivers for:

USE Composite Device

& device driver iz a software program that makes a
hardware device work.. '

Carzel |

2. Insert the CD into the PC’s CD-ROM drive and click Next. You will see the following

screen:

Add Hew Hardware Wizard

What da pou want Windows to do?

¥ Search for the best driver for pour device.
[Fecommended)]..

) Dizplay a list of all the drivers i & specific:
location, o vou can select the diver you want.

Cancel |

3. Select Search for the best driver for your device (Recommended). Then select Next.
You will see the following screen.
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Add Hew Hardware Wizard

‘windows will search far new drivers in its diiver database
on vour hard drive, and in ane of the following selected
locations. Click Nest ta start the search.

W CD-ROM drive

¥ Mieresats Sindewe pdsate

i Specify a_lcncaticln:
JEA K|
Braiase. |

< Back | Mewt > I Carzel |

4. Check the CD-ROM drive check box and verify that the CD is in the CD-ROM drive.
Click Next to have Windows search for the necessary driver files. You will see the

following.

CAUTION: You must verify that Ambit USB Cable Modem appears on the screen.
If USB Composite Device appears, you must click Back twice and specify the correct
location of the driver files. DO NOT proceed if USB Composite Device is displayed
in the above window. Contact your cable provider for further assistance.

Add Hew Hardware Wizard I

Windows driver file search far the device:

USE Cable Modern 351000

indows is now ready to install the best driver for this
device. Click Back to zelect a different driver, or click Next
o continue.

Location of driver:

E:AUSBCMINF

< Back

Catzel |

5. Click Next. The computer automatically installs the necessary driver files. You may

see the following screen
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Insert Disk

Q Please insert the disk labeled "Windows 92 CD-BOM', and then click OK.

|

6. Ifthe above screen appears, you must insert the Windows 98 CD so that Windows can

copy the remaining files.

Add New Hardware Wizarnd: -

Windows driver file search for the device:

Copying Files. __ |

Source:

‘windows 98 Second Edition CO-ROM Bl I
. oF click Hest
Drestination:
CAWINDOWSSSYSTEMSEPCLTS3.0DLL
SBack et Carzel

7. Wait for Windows to complete copying the remaining files.

Add Hew Hardware Wizard

Eﬁ] USE Cable Modem 351000

hardware device requires.

Windows haz finizshed i:nstalling the zaftware that your new

o H et

Cancel
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8. Click Finish to complete the installation. You will see the following screen.

Add New Hardware Wizard

w USE Cable Modem 351000

Wdindons has_:finished_instaHihg the zoftware that MOLIE AW
hardware device requires.

Syztem Settings Change |

[® T o finizh zetting up VAT e hiardwiare, you rmust reéstart your computer.

Do you want to restart your computer now?

o Bk | Finizh I Cancel

9. Choose Yes to restart your computer.

10. After the computer is rebooted, verify that the USB LED is lit on the front of you

cable modem. If not, refer to the troubleshooting section later in this chapter.

Installing the Software Drivers in Windows Me Operating System
To install the cable modem software drivers using the Windows Me operating system:
1. Power on your PC. After your computer boots, Windows detects the cable modem.

The Found New Hardware screen appears, followed by the Found New Hardware

Wizard screen.

Found Mew Hardware

Ambit USE Cable Modem

2. Insert the CD into the PC’s CD-ROM and click Next. You will see the following

screen.
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Add Mew Hardware Wizard

Windows has found the following new hardware:
Ambit USE Cable Moderm
Windows can automatically zearch for and install zoftware

that zupportz pour hardware. |F your hardware came with
inztallation media, inzert it now and click Mext.

YWhat would you like to do?

0 ihutomatic search for a better diiver [Recommended)

" Specify the location of the driver [&dvanced)

< Back I Mest » I Cancel

3. Select Automatic search for a better driver (Recommended) and click (Next). The
computer automatically copies the necessary driver files from the CD. You will see

the following screen.

Add Mew Hardware Wizard

indows diiver file search for the device:;

USE Cable Modem 351000

whindowz is now inztalling the best software far thiz device.

Location af driver:

@ E:AUSECM INF

sHack [ et

4. Check the CD-ROM drive check box and verify that the CD is in the CD-ROM drive.
Click Next to have Windows search for the necessary driver files. You will see the

following

Add Mew Hardware Wizard |

Ambit USE Cable Madem
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5. Click Finish after the computer has copied the necessary files. You will see the

following screen.
System Setting: Change
\c:) To firizh zetiing up your new hardware, you must restart pour computer.

Do pou want to restart wour computer now’?

6. Click Yes to restart the computer

Installing the Software Drivers in Windows 2000 Operating System
To install the cable modem software drivers using the Windows 2000 operating system:
1. Power on your PC. After your computer boots, Windows detects the cable modem. The

Found New Hardware screen appears, followed by the Found New Hardware Wizard

screen.

Found Mew Hardware

Ambit USE Cable kodem
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Found Mew Hardware Wizard

YWelcome to the Found New
Hardware Wizard

Thiz wizard helps you install a device driver for a
hardware device.

To continue, click MNext.

4 Back

Cancel |

2. Insert the CD into the PC’s CD-ROM Drive and click Next. You will see the following

screen.

Found Mew Hardware Wizard

Ingtall Hardware Device Drivers
& device diiver iz a goftware program that enables a hardware device to work, with
an operating system.

Thiz wizard will complete the ingtallation for this device:

@ Ambit USE Cable Maodemn

A, device diver iz a software program that makes a hardware device wark. Windows
needs driver files for pour new device. To locate driver files and complete the
installation click Mest.

WWhat do pou want the wizard to do’?

¥ Seach for a suitable driver for my device [recommended}

" Dizplay a list of the known drivers for this device zo that | can chooze a specific
driver

< Back I Meut = I Cancel

3. Select Search for a suitable driver for my device (recommended. Then select Next>. You

will see the following screen
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Found Mew Hardware Wizard

Locate Driver Files
Where do pou want \Windows bo zearch for driver files?

Search for driver fles for the following hardware dewvice:

@ Ambit USE Cable Maodem

The wizard zearches for suitable drivers in itz driver database on your computer and in
any of the following optional zearch locations that you specify.

To start the gearch, click Mest. If you are searching on a floppy dizgk or CO-ROM dive,
inzert the floppy disk or CD befare clicking Mest.

Optional zearch locations:
™ Floppy disk drives
v CO-ROM drives
[ Specify a location
™| Microsoft Windows Update

¢ Back I Mext » I Cancel

4. Check the CD-ROM drive check box and verify that the CD is in the CD-ROM drive.
Click Next to have Windows locate the necessary driver files. You will see the following

screen.

Driver Files Search Results
The wizard haz finizhed zearching for driver files for your hardware device.

The wizard found a diver for the following device:

@ Arnbit USE Cable Modem

Windowsz faund a driver for thiz device: To ingtall the driver Windows found, click Mest,

e hushominf

< Back Pest > Cancel

5. Click Next to install the driver files for the cable modem. You will see the following

screen.
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Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

Q Ambit USE Cable Modem

Windows has finished ingtaling the software for this device.

To cloge thiz wizard, click Finish.

< Back

Cancel |

7. Click Finish to complete the installation.

8. After the installation is completed, verify that the USB LED is lit on the front of you

cable modem. If not, refer to the troubleshooting section later in this chapter.

Installing the Software Drivers in Windows XP Operating System
1. Power on your PC. After your computer boots, Windows detects the cable modem. The

Found New Hardware screen appears, followed by the Found New Hardware Wizard

screen.
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Found Mew Hardware Wizard

Welcome to the Found New
Hardware YWizard

Thig wizard helpz you inztall software for:

Ambit USE Cable Modem

Z;'E\J If your hardware came with an installation CD
“ or floppy disk, insert it now.

What do pou want the wizard to do”?

(%) Inztall the software automatically [Fecommended)
() Inztall fram a list or specific location [Advanced)

Click Mest to continue.

Mext » ][ Cancel ]

2. Choose the software automatically (Recommended). Click Next to continue. You will see

the following screen.

Completing the Found New
Hardware Wizard

The wizard has finizhed inzstalling the software for;

Ambit USE Cable kodem

Click Finizh to cloze the wizard.

Finizh

3. Click Finish to complete the installation.
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Troubleshooting the USB Installation
None of the LEDs are on when I power on the Wireless LAN Cable Modem.

Check the connection between the power adapter and the cable modem. Power off the
Wireless LAN Cable Modem and wait for 5 Seconds and power on the modem again. If the

problem still exists, you may have a hardware problem.

When attempting to install the USB driver in Windows 98 SE, I receive the following
error message: Device not installed at this time. Driver not found.

This usually occurs when the wrong driver has been installed. To remove the wrong driver
and install the correct driver:

1. Right-click on the My Computer icon on your desktop and choose Properties.

2. Click the Device Manager tab

3. Click the plus sign next to Universal Serial Bus controllers to view the list of installed

System Ploperties EHE I

Gensial Device Manages |Hardware F'ru:ulilesl F'erfu:urmanu::el

% View devices by tupe ™ View devices by connection

- 25 COROM =]
H-=0 Dizk dives

]@ Dizplav adaptess
H-52 Floppy disk contrallers
-2 Hard cisk contrallzrs
EI-@ Keyboard

o[B8 Moritcrs

-7y Mouse

H-BIR MNebwork adapters
]é Parts [Z0M & LPT)

H- Sound. video anc game contrallers

o8 Sustem devices
- Univerzal Seria Bus controllers

FCI to US3 Open Host Corkroller
USE Compaste Device

B O g A O O o Oy o O o O o O |

o

|J5B Root Hub =

Froperties | Jefresh | Remaov= | Frint.. |

Cloza I [Earcs| |

USB device drivers

4. Select USB Composite Device and click Remove

5. Click Refresh
The Add New Hardware Wizard window appears, displaying the device name USB
Composite Device. Refer to the proper operating system instructions in this chapter for

information on reinstalling the driver properly.
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All of the LEDs on the front of my modem look correct, but I cannot access the Internet.
o I[fthe POWER, USB, SYNC, and READY are solidly lit, the cable modem is
working properly. Use the following procedures to verify connectivity between the
PC and the cable modem:
o Launch Your PC’s Internet Browser (e.g., Netscape, IE)
o Enter http://192.168.100.1 into your browser. This URL connects you directly

to the web server within your cable modem. A successful connection indicates
that the PC is able to communicate with the cable modem. The next step is to
enter a public URL to ensure connectivity between the cable modem and your
cable service provider. If this fails, please contact your cable service provider
for further assistance.

e Try restarting the computer so that it could re-establish a connection with the cable
modem.

e Power cycle the cable modem by removing the power adapter from the electrical
outlet and plugging it back in. Wait several minutes for the cable modem to
re-establish communications with your cable service provider.

e Remove any other USB devices from your computer and connect the cable modem’s
USB cable directly to the USB port on your computer.

e Ifyou are using a cable splitter, try removing the splitter and connect the cable modem
directly to the cable wall outlet. Wait several minutes for the cable modem to
re-establish communications with your cable service provider.

e Your USB or coaxial cable may be damaged. Try using another cable.

e If none of these suggestions work, contact your cable service provider for further

assistance.

Uninstalling the USB Driver

1. Insert the supplied CD into your CD-ROM drive

2. Click on the My Computer icon on your desktop. Then click on the icon that belongs
to your CD-ROM Dirrive.

Locate the file called “setup.exe” and click on the file. This program will remove all the

necessary files from you computer.

4. Installing the Modem Using the Ethernet Port

This chapter explains the process for installing your wireless cable modem using the Ethernet
port. Using the Ethernet port allows to you connect multiple computers to a wireless cable
modem through the use of additional equipment which is not included. Please contact your

cable service provider for more information on using multiple computers.
See Chapter 2 “Installing the Wireless Cable Modem Using the USB Port” for instructions on
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installing the wireless cable modem using the USB port.

You can use the wireless cable modem’s Ethernet port if you have:

e A PC running Windows 95 (or later) operating system or a Macintosh computer

running system 7.6 (or later) operating system

e An active Ethernet port on your PC
Before you begin, verify that your Network Interface Card (NIC) has been installed and
configured for use with your wireless cable modem. The wireless cable modem requires
TCP/IP to be installed. Contact your cable service provider for assistance with installing and
configuring TCP/IP. After installed the hardware, your computer can connect the wireless
cable modem directly by using Network Interface Card. Unlike USB installation, there is no

needed for software installation for the Ethernet connection.

Installing the Hardware

This section explains how to connect the wireless cable modem to the computer, wall cable
outlet, and electrical outlet.
To install the hardware:

1. Power off the computer

2. Connect one end of the coaxial cable to the wireless cable modem’s cable connector.
Connect the other end of the coaxial cable to the cable wall outlet. Be sure not to bend
or over tighten the cables as this may strain the connector and cause damage. If you plan
to connect the wireless cable modem and television to the same wall outlet, you must
use a cable line splitter (not included).

3. Connect one end of the Ethernet cable to the wireless cable modem’s Ethernet port and
the other end of the cable to the Ethernet port on the PC or network interface card
(NIO).

4. Plug the wireless cable modem’s power adapter into the wireless cable modem’s power
jack and into a wall outlet or surge protector.

5. Ifthe pwr, sync, ready, and ethernet LEDs are solidly lit, the wireless cable modem is

working properly.

Troubleshooting the Ethernet Installation
None of the LEDs are on when I power on the Wireless LAN Cable Modem.
Check the connection between the power adapter and the cable modem. Power off the
Wireless LAN Cable Modem and wait for 5 seconds and power on the modem again. If the

problem still exists, you may have a hardware problem.

The ethernet 1 or 2 or 3 or 4 LED on my wireless cable modem is not lit.
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e Try restarting the computer so that is could re-establish a connection with the wireless
cable modem.
e Check for a resource conflict (Windows users only). To do this:
1) Right-click on the My Computer icon on your desktop and choose Properties.
2) Click the Device Manager tab and look for a yellow exclamation point or red
X over the NIC in the Network Adapters field. If you see either one, you may
have an IRQ conflict. Refer to the manufacturer’s documentation or you cable
service provider for further assistance.
e Verify that TCP/IP is the default protocol for your network interface card (NIC)
e Power cycle the wireless cable modem by removing the power adapter from the
electrical outlet and plugging it back in. Wait several minutes for the wireless cable
modem to re-establish communications with your cable service provider.

e Your Ethernet cable may be damaged. Try another cable.
All of the LEDs on the front of my modem look correct, but I cannot access the Internet.

e [fthe pwr, sync, and ready LEDs are solidly lit, the wireless cable modem is working
properly. Try restarting the computer so that is could re-establish a connection with
the wireless cable modem.

e Power cycle the wireless cable modem by removing the power adapter from the
electrical outlet and plugging it back in. Wait several minutes for the wireless cable
modem to re-establish communications with your cable service provider.

e Ifyour PC is connected to a hub or gateway, try connecting the PC directly into the
wireless cable modem.

e If you are using a cable splitter, try removing the splitter and connect the wireless
cable modem directly to the cable wall outlet. Wait several minutes for the wireless
cable modem to re-establish communications with your cable service provider.

e Your Ethernet or coaxial cable may be damaged. Try using another cable.

¢ Ifnone of these suggestions work, contact your cable service provider for further

assistance.

5. Wireless Cable Modem LEDs and Connectors

This chapter describes the functions of the wireless cable modem’s LEDs and connectors.
When the pwr, sync, and ready LEDs are lit, the wireless cable modem is working properly.
The usb or enet 1, 2, 3, 4 LEDs should also be lit depending on what port is being used.

The following provides an overview of the LED indicator lights on the front of the wireless

cable modem and what the LEDs mean.
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LEDs on the Front of the Modem

Ethernet

pwr usb sync ready wlan 1 2 3 4

e pwr: Indicates that the wireless cable modem has successfully completed internal
power-on tests.

e usb: Indicates connectivity between the USB port on the wireless cable modem
and a PC’s USB port.

e sync: Indicates the connection status between the wireless cable modem and the
cable network. The LED is lit when the wireless cable modem has established a
downstream channel with the cable service provider’s Cable Modem Termination
System (CMTS).

e ready: Indicates that the wireless cable modem has completed the
ranging/registration process and is ready to send/receive data.

e wlan: Indicates that at least one wireless client is linked to the wireless cable
modem.

e Enet 1, 2, 3, 4: Indicates connectivity between the Ethernet port on the wireless
cable modem and the Ethernet port on a PC or Mac. This LED blinks when the

wireless cable modem is transferring or receiving data over the Ethernet cable.

Installation problems with the wireless cable modem are commonly due to the cable network and
its topography. LEDs on the front panel of the wireless cable modem reveal operational status and

help you determine problem areas.

Connectors on the Back of the Modem

This list of connectors describes where to connect the cables and power adapter when installing the

wireless cable modem.
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Ethernet 10/100

PWR * EI I I ] L %(:able

USB

1. PWR: This is where you plug the included power adapter. Remember to use only the
power adapter that came with the wireless cable modem.

2. Ethernet 10/100 Port 1, 2, 3, 4: This is where you plug the Ethernet cable. The other
end connects to the Ethernet port on the PC or NIC

3. USB Port: This is where you plug the included USB cable. The other end connects to
the USB port on your PC.

4. Cable Connector: This is where you connect the coaxial cable (not included) that
leads to the cable splitter (not included) or the cable wall outlet.
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6. Web User Interface

Accessing the Web User Interface
1. The PC connected to the wireless cable modem must support TCP/IP connection and

dynamic DHCP IP address acquisition, and must have a web browser installed.
2. Open the web browser and set the URL location as: http://192.168.100.1

2} Residential Gateway Configuration: Cable Modem, - Navigation - Microsoft Internet Explorer

: FEle Edit Vew Favortes Tools Help "J.
: 5 A | & e D B

: @ Back - (=) @ @ \,lj }.j Search . Favorites e Media @ [r{ = E = J @ ﬁ @ :‘3

| agdress |s§| http:{192,168,100.1/ "| i3

AMBIT

Broadband

. Cable Modem Information
Login

Factory default Cable Moderm : AMBIT DOGSIS 2.0 Cable Modem
username/password
is"user"

MAC Address @ oo:os:oe:ss:11:18

Serial Number : 0250004262
Board ID : U10C007 60

Boot Code Yersion @ z.1.5
Software Version @ s.11.1117

Hardware Yersion : 4.7

e

3. Click LOGIN. Input user for User name and user for Password, and then click OK.

Connect to 192.168.100.1

=

b

RS
user
User narne: |ﬁ user v|
Password: | T |

[Cremember my password

[ Ok ] [ Cancel ]

4. If the user inputs an incorrect user name and/or password, the web user interface displays
“401Unauthorized”.
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Web User Interface Home Page
A main menu is shown at the top of the pages and the user can select different options to view

wireless cable modem information.. They include:
Cable Modem
Cable Modem Information

2 Residential Gateway Configuration: Cable Modem - Information - Microsoft Internet Explorer

: Fle Edit Wiew Favorites Tools Help A !'
e Back - J |ﬂ @ ;j /:__\J Search ‘;T;:( Favorites e‘ Media @ [‘-\: - E\' hd _J @ & @ '3
: Address |€| http:}{192.165.100.1/CmInfo. asp v‘ G0

AMBIT
BEroadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CABLE MODEM Cable Modem Information

«Information
Cable Madem | AMBIT DOCSIS 2.0 Cable Madem

eStatus
«Downstraam MAC Address : oo:0s:0e86:11:18
elpstream

Serial Mumber : o3sooo4zez
elpstream Burst
«Dperation Config, Board ID : uiocoo7.&o0
«Event Log

Boot Code Version @ 2.1.5
Software Version @ s.11.1117

Hardware Yersion : 4.7
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Cable Modem Status

iguration: Cable Modem - Status - Microsoft Internet Explorer

¢ Ele Edit Wiew Favorites Tools Help a. )
@ Back - ‘_J @ @ \/_h p Search ‘f:\? Favorites * Media @ E:»R - :\5 - I_J @ ﬁ @ '3
: Address @ hitp:/i192, 168, 100, 1jCmsStatus, asp v‘ G

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CABLE MODEM Cable Modem Status
«Information

Item Status Comments
«Status
«Downstrearn Acquire a Downstream Channel 561000000 Hz Locked
slipstream Connactivity State oK Gperational
sUpstream Burst Boot State ok Operational
+Operation Config. Security Disabled Disabled
«Event Log

[N

Downstream

ernet Explorer,
File Edit View Favorites Tools  Help a.

@Eack - ‘_J @ @ \:;j pSearch *Favorites *Madia &3 D’:zv :\ﬁ < I_J @ é% @ .'3

: Address @ http: /192,165,100, 1/CmDnstream, asp

Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CABLE MODEM Cable Modem Downstream
sInformation

Downstream Lock : Locked
«Status
eDownstrearn Downstream Channel Id : ]
s«Upstream

Downstream Frequency :
«Upstream Burst

«Operation Config. Downstream Modulation : QAMEd

«Event Log Downstream Symbol Rate @ S056941 syrmizec
Downstream Interleave Depth : 32
Downstream Receive Power Level : -5.2 demy
Downstream SHR 32.0 d8

N
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Upstream

File Edit Miew Favorites Tools  Help

@Eack @ J @ @ \:_;j pSearch ‘f:\?Favorltes eMBdla @ ﬁ?{- :‘\F v J @ ﬁ @ '3

: Address @ hitp:/i192, 168, 100, 1jCmbpstrean, asp v‘ i3

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CABLE MODEM Cable Modem Upstream
«Information Upst i ——
: ocke
Status pstream Lock :
«Downstream Upstream Channel ID : &
elpstream
Upstream Frequency @
elpstream Burst
«Dperation Config, Upstream Modulation @ QAMLE
«Event Lo
2 Upstream Symbol Rate : 2560 Ksym/sec
Upstream transmit Power Level . 40,8 dBmy
Upstream Mini-Slot Size : 2

[N

Upstream Burst

iguration: Cable Modem - Upstream Burst rosoft Internet Explorer

File Edit View Favorites Tools  Help

eEack - d @ @ (_h pSearch ‘-i?Favorites @Madia @ ﬁi"é' ,:\; < _J @ é% @ .'3

: Address @ http: /192,165,100, 1/CmlpBurst, asp

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CGABLE MODEM Cable Modem Upstream Burst

eInformation

«Status Feq Init Maint Per Maint Short Data Leng Data
eDownstream (1) (2) (4] (51 (el
«Upstream Modulation Type QPsK GQPSK GPSK 16QAM  16QAM

Differential Encoding off off off off off

«Upstream Burst

Freamble Length o4 128 129 144 160
+Operation Config. Praamble Walue Offsat s6 i 0 272 258
«Event Log FEC Error Carraction (T) o s s & 8
FEC Codewerd Information Bytes (k] 16 34 34 75 220
Scrambler Seed 338 338 339 338 338
Mascirnurn Burst Size 2 i 0 7 i
Guard Tirme Size 2 48 as 2 E]
Last Cadeword Length Fixed  Fiwed  Fixed Short Short
Scrarnbler on/off on on on on an

N
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Operation Configuration

iguration: Cable Modem - Operation Configuration

File Edit Miew Favorites Tools  Help

@Eack @ ‘_J @ @ \/_h pSearch *Favorltes *Madla @ EE,R- :\5 v I_J @ ﬁ @ '3

: Address @ http:/{192, 168, 100.1)CmopConfig, asp

AMBIT

Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CABLE MODEM

«Information
«Status
«Downstream
elpstream
elpstream Burst
«Dperation Config,
«Event Log

Cable Modem Operation Configuration

Metwork Access :

Maxirmum Downstreamn Data Rate
Maxirmurm Upstream Data Rate :
Maxirmurn Upstrearn Channel Burst
Maxirnurn Murnber of CREs @

Modern Capability ©

Allowed
4300000
S40000
a

1

Concatenation Disabled, Fragametation Disabled,
PHS Disablad

[N

Event Log

File Edit View Favorites Tools  Help

@Eack - ‘_J @ @ \:;j pSearch *Favorites *Madia &3 D’:zv :\ﬁ < I_J @ é% @ .'3

: Address @ http: /192,165,100, 1/CmEventLog, asp

Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

CABLE MODEM

eInformation
«Status
eDownstream
s«Upstream
elpstream Burst
eOperstion Config.
«Event Log

Cable Modem Event Log

Contack Ernail Address ¢

|gyoung@ambitmicro.com ‘

SMTP Setuer Name : |smtp.ambitmicro‘cnm ‘
Lapety ]
[ E-mail Log ] [ Refresh ] [ Clear Log ]

N
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Wireless
Basic
This page allows configuration of the Wireless Modem parameters the SSID and channel number.

2} Residential Gateway Configuration: Wireless - Basic Setup - Microsoft Internet Explorer |Z||E|rz|
f :'l

© Fle Edit View Favarites Tools Help

eEack M 7 |ﬂ @ h /._\J Search ‘f'\':(Favorites @Madia e} <~ :‘\; v _J @ & @ ﬁ

| Address |f§| http: /{192,168, 100.1/WlanBasic. asp v‘ Go
AMBIT B
Broadband
LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS
Wireless Wireless Basic Setup

«Basic

. Metuwork Narne ($310) [1714
eSecurity

shCcess IR LR B
Channal: Cumant: &

[N

Wireless Basic
e Network Name (SSID)
Enter SSID to group your wireless network. The wireless clients that have the same SSID can
communicate with others. The default SSID is the last four hexadecimal digits of the modem
MAC address.
¢ Broadcast SSID
When set to closed, SSID will not be broadcasted to avoid unauthorized access to the network.
e Country
When set to USA, Channel 1 to 11 is available.
o Interface
When set to enabled, wireless clients can access to the network.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
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Security

This page allows configuration of the WEP keys and/or passphrase.

2} Residential Gateway Configuration: Wireless - Security. - Microsoft Internet Explorer E|E|E|
© Fle Edit View Favarites Tools Help :r'
0 Back + > |ﬂ @ l\J P ) Search ::'\'/ Favarites @Madia {‘) - “‘.f @ _J @ & @ i‘i

: Address |f§1 http: [{192.165, 100.1WlanSecurity .asp V‘ Go

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

Wireless Wireless Security
«Basic
; Metwork Authentication
eSecurity
ehCCESS WRA Pra-Shared Kay |

WPA @roup Rekey [T
Interuval
RADIUS Server
RADIUS Part

RADIUS Key |
Data Encryption (WEP) | WEP (128-bit) %
Authentication | CPHanal ¥

PassPhrase | [ Generate WEP Keys 1

Metwork Key 1 |DUD80866111800000000000000

Metwork Key 2 |DDDSDEBﬁlllSDDDDDDDDDDDDDD

Netwark Key 3 |00080986111800000000000000

Metwork Key 4 |UUUSDeBﬁlllSUUUUUUUUUUUUUU

Current Netwark Key

[N

Wireless Security

e Network Authentication

Network authentication can be set to disable, 802.1x, WPA, and WPA-PSK.

Factory default for Network Authentication is disabled.
e WPA Pre-Shared Key

Enter WPA Pre-shared Key when WPA-PSK network authentication is selected.
e WPA Group Rekey Interval

Enter WPA Group Rekey Interval when WPA-PSK network authentication is selected.
e WPA Pre-Shared Key

Enter WPA Pre-shared Key when WPA-PSK network authentication is selected.
e RADIUS Server

Enter RADIUS Server IP address when WPA or 802.1x network authentication is selected.
e RADIUS Port

Enter RADIUS port number when WPA or 802.1x network authentication is selected.
e RADIUS Key

Enter RADIUS Key when WPA or 802.1x network authentication is selected.
e Data Encryption (WEP)

Data Encryption can be set to WEP 128-bit, 64-bit, or off.

Factory default for Data Encryption is 128-bit.
e Shared Key Authentication
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Shared Key Authentication can be set to optional or required.
e PassPhrase
You can set WEP encryption key by entering a word or group of printable characters in the
Passphrase box and click “Generate WEP keys”. These characters are case sensitive.
e Network Key 1, 2, 3, 4
You can pre-define up to 4 keys for 64-bit or 128-bit
(64-bit keys require 10 hexadecimal digits)
(128-bit key require 26 hexadecimal digits)
Factory default WEP keys are 128-bit, and the key is the cable modem MAC address plus 14
zeros. Example: 00028A86111800000000000000
e Current Network Key
You can use one of the four pre-defined keys as the current network key.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
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Access
This page allows configuration of the Access Control to the AP as well as status on the connected

clients. Selects whether clients with the specified MAC address are allowed or restricted wireless

access.
2l Residential Gateway Configuration: Wireless - Access - Microsoft Internet Explorer X
. File Edt View Favorites Tools  Help A ,'
: A =y . . . Ty B =
Qe O 1 B s s @ @ 22 B LD AP D
| address [{@] hetps]j192. 168, 100, PWlanAceess asp > k=
AMBIT B
Broadband
LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS
STATUS: Changes Accepted (Wireless Computer Removed From Access List)
Wireless Wireless Access
sBasic .
. MAC Restrict Mode
e SECUrty
sAccess Index Mac address Clear Index Mac address Clear
« [ 1 O » [ 1 O
S — w [ ] O
S — = ST —
« [ 1 O w [ ] O
S — = O —
s [ 1 O w [ ] O
A — = O —
S — = w [ O
Apply
[ Connected Wireless Devices ]
=
Wireless Access

e MAC Restrict Mode
MAC Restrict Mode can be set to Disabled, Allow, or Deny.
e Mac Address
Enter Mac Address to allow or deny access to the AP.
Select Clear to remove Mac address to allow or deny access to the AP.
e Apply
Any configuration changes must be followed by “Apply” before changes will occur.
e Connected Wireless Devices

Click “Connected Wireless Devices” to show connected wireless clients.
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‘2 Connected Computers - Microsoft Internet Explorer

Connected Computers
~ ComputerName ~ IPAddiess  MACAddress  Interface  Add
gyoung 192.168.012 00:01:03:d8:d3:a3 Wireless &

If you don't see the computer vou would like to view or add, make sure the computer is turned on and click the
Refresh buttan,

[ Apply ] [ Cancel

e Add
Click “Add” to include MAC Address for deny or allow.
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Gateway
Information

This page shows gateway information.

2 Residential Gateway Configuration: Cable Modem - Information - Microsoft Internet Explorer

© Fle Edit View Favarites Tools Help A ,'
E . " ~ a A T
: o , ) I i 2 £ £~ 2 S - @ as
: e Back. |7 ] |ﬂ @ lj P Search . Favorites e Media €3 [\ == @ 3
| address |{€] hitps/j192. 165, 100, Gwinfa asp B
AMBIT 5
Broadband
LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS
Gateway Information Gateway - Information
eInformation
INTERNET SETTINGS
Gateway MAC Address: 00:02:22:d0:bd:17
Internet IP Address: £8.5.78.128
Subnet Mask: 255,255.254.0
Default Gateway: £8.5.78.1
DHS: £8.4,16.25
68,2,16,30
£8.6.16.30
DHCP Remaining Time: 0 days 23:17:53
LOCAL SETTINGS
Gateway IP Address: 192:168:0:1
Subnet Mask: 255,255,255, 0
DHCP Server: Enable
Ho Server Allowed : Disabled
HAT: Enabled
Wireless Status : Enabled
Operating Mode: MAT mode
IP Range: 192,168,0,10 through 192,168,013
System Up-Time: 42 Minutes 31 Seconds
[ Connected Computers
=
—

Gateway Information
e Refresh
Click “Refresh” to get current gateway information.

e Connected Computers
Click “Connected Computers” to show computers attached to the cable modem.

2 Connected Computers - Microsoft Internet Explorer

Connected Computers
~ ComputerName  IPAddress  MACAddress  nterface

pixfirewall 192168.0.10 00:0f:34:3a:36:ah ETHERMET
gyoung 192 168.012 00:01:03:d8:d3:a83 WIRELESS

If you don't see the computer you would like to view, make sure the cormputer is turned on and dick the Refresh buttan.
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Firewall

Time Provision

This page allows configuration of Time Provision to get the current time via specific provision

mode.

2 Residential Gateway Configuration: FireWall - Time Provision - Microsoft Internet Exploren

. File Edt View Favorites Tools  Help

QEack . = |ﬂ @ h /._\J Search ‘-‘i‘\':(Favorites @Madia e} £~ :ﬁ < _J @ é% @ '3

: Address |1§| http: /192,165, 100, 1/FwTimeProvision, asp

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

Firewall Firewall - Time Provision

«Time Provision
+TOD Filter Tl @ nTel®)

o\Web Filter NTP Primary Server | |

Time Zone:

Caylight Saving Time

Current Systern Tirne: FRI SEP 17 1001624 2004

Status: Get Timer Success

N

Firewall — Time Provision
e TOD /NTP
Check “TOD” to enable Time Provision using TOD.
Check “NTP” to enable Time Provision using NTP.
e NTP Primary Server:
Specify NTP Primary Server IP address when in NTP Time Provision mode.
e NTP Secondary Server:
Specify NTP Secondary Server IP address when in NTP Time Provision mode.
e Time Zone
Select time zone from a given list when in NTP Time Provision mode.
e Daynight Saving time
Check to enable Daynight saving time.
* Apply

Any configuration changes must be followed by “Apply” before changes will occur.
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TOD filter

This page allows configuration of web access filters to block all internet traffic to and from specific

network devices based on time of day settings.

2 Residential Gateway Configuration: Firewall - TOD Filter, - Microsoft Internet Explorer

© Fle Edit View Favarites Tools Help

eﬁack M > | |ﬂ @ h /._\J Search ‘::E(Favorites @Madia {‘)

S B-UJd L@

3

: Address |f§| http:/{192. 168, 100.1/FwTodFiler. asp

AMBIT

Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

Firewall

+Time Provision
«TOD Filter
+\eh Filter
«Log

Firewall - TOD Filter

Click "Connected Computers' to select a computer.

[ Connected Computers ]

Current Internet Access Time Limits
Tirne lirmits have been zet for the following cormputers,

¥iew Additional Time Limits Enable

1. pixfirewall % D
Block Internet access according to this schedule:

Day(s) to Block: [ Everyday sunday [ Menday [ Tuesday
[] wednesdsy [[] Thursday [] Friday Saturday

Computer Hame

Time of Day to Block: Al day

Staml:l(hour]l:l(mm]
End! l:l(hour]l:l(mm]
Block All
[ elock PoPs  [[] Block SNMP [] Block TELMET

e[t ]

Applications Block: [ elock HTTP  [] Block smTre

Remove

Rermove

[ elock FTPR

[ elock TFTP

[N

Firewall — TOD Filter
e Connected Computers

Click “Connected Computers” to specify day & time to block certain computer in the network.

e Computer Name

Select Computer Name and check “Enable” to start blocking internet access according to the

schedule.

Select Computer Name and check “Remove” to stop blocking internet access according to the

schedule.
e Apply

Any configuration changes must be followed by “Apply” before changes will occur.
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2 Connected Computers - Microsoft Internet Explorer Z

BX

Connected Computers
~ ComputerName  IPAddress  MACAddress  Interface  Add
pixfirewall 192 168.0.10 00:0f:34:3a:36:ah ETHERMNET ()
gyoung 192 168.0.12 00:01:03:d8:d3:a33 WIRELESS *

If you don't see the computer you would like to view or add, make sure the computer is turned on and dick the Refresh
buttan,

Block Internet access according to this schedule:

Daw(s) to Block: [] Everyday sunday [ | Monday [ | Tuesday

|:| wednesday I:‘ Thursday I:‘ Friday Saturday

Time of Day to Block: All day

Stark: | |[hour)| |(|'nin)

End: (haur) {rmin]
[12|thoun[ss |

GRS (I Block &Il [] Black HTTP [ ] Block sMTP [ Black FTP

Fi E'g;g [] Block sMMP [] Block TELMET [ ] Block TFTR

Otherlzl
l Apply ] l Cancel ] j

Firewall — TOD Filter
e Day(s) to Block
Check day(s) to block internet access for the “Add Computer”.
¢ Time of Day to Block
Check Time of Day to block access for the “Add Computer”.
e Applications Block
Check Applications to block for the “Add Computer”
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
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Web filter

This page allows configuration of content filters to block to and from specific network devices
based on keyword and domain name entries. A list of "trusted computers" can also be entered
that are not subject to the filters entered. Specific Firewall features can also be enabled. It is
highly recommended that the Firewall is left enabled at all times for protection against Denial of

Service attacks, etc.

A Residential Gateway Configuration: Firewall - Web Filter, - Microsoft Internet Explorer EIEIEI
© Ele Edit View Favorites Tools Help :r'
@ Back -+ >} |ﬂ |EL| l\J /.-\J Search i\L/ Favarites @ Media {‘) 4~ & = i gl @ ﬁ (;’ 3

© Address |:§‘| http: /{192,168, 100, 1jFwiebFilter, asp "‘ e

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

Firewall Firewall - Web Filter

«Time Provision
Web Features

«TOD Filter

P — Filter Praxy : [ enasie

iy Filter Cackies : [ enasie
Filter Java Applets [ enasie
Filter Activel : [erasie
Filter Popup Windows [enzsse
Block Fragmented IP Packets [¥] £nasie
Firewall Protection : [¥] £nasie

Access Routed Subnet Protection : [ | fpabie

Trusted Computers

[ Connected Computers ]

Mo Trusted Computers

Remaove

N

Firewall — Web Filter
e Filter Proxy
Check “Enable” to enable Proxy filter.
Uncheck “Enable” to disable Proxy filter.
e Filter Cookies
Check “Enable” to enable Cookies filter.
Uncheck “Enable” to disable Cookies filter.
o Filter Java Applets
Check “Enable” to enable Java Applets filter.
Uncheck “Enable” to disable Java Applets filter.
e Filter ActiveX
Check “Enable” to enable ActiveX filter.
Uncheck “Enable” to disable ActiveX filter.
e Filter Popup Windows
Check “Enable” to enable Popup Windows filter.
Uncheck “Enable” to disable Popup Windows filter
¢ Block Fragmented IP Packets
Check “Enable” to enable blocking Fragmented IP Packets.
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Uncheck “Enable” to disable blocking Fragmented IP Packets.

"With this feature enabled, all packets are checked to determine if the packet contains a "fragment"
flag. If the flag exists, the CM will discard the packet. This feature is used primarily to protect
against any intruders/hackers from gaining access to the router or network." "Under certain
conditions, this feature may cause communication issues with other devices on the network and
should be disabled. For example, streaming media applications may fragment the packets
depending on the encoding used for the video stream. Depending on the encoding used for the clip,
some or a majority of the packets will become fragmented. For clips encoded at 300 Kbps, 66% of

the packets are IP fragments, while below 100 Kbps there is no fragmentation.

¢ Firewall Protection
Check “Enable” to enable Firewall Protection.
Uncheck “Enable” to disable Firewall Protection.
e Access Routed Subnet Protection
Check “Enable” to enable Routed Subnet Protection.
Uncheck “Enable” to disable Routed Subnet Protection.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
e Trusted Computers - Add
Specify MAC address for trusted computer and click “Add” to add it to the list.
e Trusted Computers - Remove
Select MAC address from trusted computer list and click “Remove” to remove it from the list.
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Log
This page allows configuration of Firewall event log reporting via email alerts and a local view of

the attacks on the system.

2} Residential Gateway Configuration: Firewall - Log - Microsoft Internet Explorer
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AMBIT
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LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

Firewall Firewall - Log

«Time Provision

Contact Email Address | |

«TOD Filter
wWeh Filter SMTP Server Mame t | |
.Log E-rnail Alerts : [enzste
Apply
IP Fragmantad 7 THU SEP 16 15:06:51 62.5.78.128:8224 67.19.41,102:8224
Packet
[ E-mail Log ] [ Refresh ] [ Clear Log ]
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Firewall — Log
e Contact E-mail Address

Enter E-mail address for sending Firewall event log.
e SMTP Server Name
Enter SMTP Server Name for sending Firewall event log.
e E-mail Alerts
Check “Enable” to enable sending Firewall event log.
Uncheck “Enable” to disable sending Firewall event log.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
e E-mail Log
Send current Firewall event log to e-mail address specified.
e Refresh
Update event log.
e Clear Log

Clear event log.
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Content Filter
Setup

This page allows configuration of URL content filter rules.

2} Residential Gateway Configuration: Content Filter - Setup - Microsoft Internet Explorer

© Fle Edit View Favarites Tools Help ’r'
H . . ) h < . " 2) 3 A v - J o T

: Bacl _) x (=3 ﬂ 7 Seard :,\( Favorites @Ma ia {/ - = - @ 4

| Address |:§| http: /{192,168, 100, 1/CFSetup.asp V‘ d Go

AMBIT
Broadband

LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS
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Apply
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Content Filter — Setup
e URL Keyword Blocking
Check “Enable” to enable URL Keyword Blocking.
Uncheck “Enable” to disable URL Keyword Blocking.
e URL Domain Blocking
Check “Enable” to enable URL Domain Blocking.
Uncheck “Enable” to disable URL Domain Blocking.
e Add Keyword
Specify Keyword and click “Add Keywork” to add keyword to the list.
e Remove Keyword
Select Keyword from the list and click “Remove Keywork™ to delete keyword from the list.
e Add Domain
Specify Domain and click “Add Domain” to add Domain to the list.
e Remove Domain
Select Domain from the list and click “Remove Domain” to delete Domain from the list.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
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Violation Log

This page provides a local view of the content filter log.

2l Residential Gateway Configuration: Content Filter - Yiolation Log - Microsoft Internet Explorer
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E-mail Log ] [Refrash] [ Clear Log ]

Content Filter — Violation Log
e Contact E-mail Address
Enter E-mail address for sending Content Violation log.
e SMTP Server Name
Enter SMTP Server Name for sending Content Violation log.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
e E-mail Log

Send current Content Violation log to e-mail address specified.
e Refresh

Update event log.
e Clear Log

Clear event log.
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Tools
Ping

This page provides ping diagnostics to help with IP connectivity problems.

2} Residential Gateway Configuration: Tools - Ping - Microsoft Internet Explorer
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Tools Tools - Ping
«Ping
Trace Route Ping Test Parameters

JClient List ing Targe 64.105.166.122
ePassword Blnalsizel bytes (64 ~ 1518)
slser Defaults Mo, of Pings (1~ 5)
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[ Start Test ][ Abort Test ][ Clear Results ]

Results

Pinging 64.105.166.122 ...

Feply from 64,105.166,122 : bytes=64 seq=0 time=40 ms TTL=244

Reply from 64.105.166.122 : bytes=64 seq=1 time=30 ms TTL=2d4

Feply from 64,105.166,122 : bytes=64 seq=3 time=10 ms TTL=244

Pings sent: 3 (1 per second); Replies received: 3 (1 per second)

Min time: 10 ms; Max time: 40 ms; Avg time: 26 ms; Total time: 2680 ms

Refresh

To get an update of the results, you must select the REFRESH buttan sbove.
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Tools - Ping
e Ping Target e Start Test

Specify target IP address. Click to start ping test.
¢ Ping Size e Abort Test

Specify ping packet size in bytes. Click to abort ping test.
e No. of Pings e Clear Results

Specify number of pings. Click to clear result messages.
¢ Ping Interval ¢ Refresh
Specify interval between pings in ms. Click “Refresh” to get updated results.
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Trace Route

This page provides trace route diagnostics to help with IP connectivity problems.

2l Residential Gateway Configuration: Tools - Trace Route - Microsoft Internet Explorer
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+Ping
«Trace Route Tracert Test Parameters
«Part Canfiguration Max Heps Hops (L ~ 50)
«Factory Defaults Time out : 500 = (100 ~ 10000)
+Dperation Mode
Start Test ] [ Abort Test ] [ Clear Results ]
Results
Tracing route to 64.105.166.122 over a maximum of 30 hops L=l
1 10ms 10ms 10ms 68.5.78.1
2 20ms 10ms l0nz 68.4,14,153
3 10ms 10ms 10ms 68.4.15.109
4 10ma 10ms l0ma 68.4.15.241
5 10ms 10ms 10ms 68.1.0. 185
] 10ma 10ms l0ma 68.1.0.182
7 10ms 10ms 10ms 65.59.165.1 b
8 10ma 10ms l0ma 4,68.114.17
3 10ms 10ms 10ms  4.68.128.153
10 10ms 10us lows  4.68.113.38 -
Refresh
To get an update of the results, you must select the REFRESH button abaove.
El
Tools — Trace Route
e Tracert Target o Start Test
Specify trace route target IP address. Click “Start Test” to start trace route test.
e MAX Hops e Abort Test
Specify maximum hops. Click “Abort Test” to abort trace route test.
e Timeout ¢ Clear Results
Specify timeout. Click “Clear Results” to clear result
messages.

e Refresh
Click “Refresh” to get updated results.
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Client List
This page shows connected computer in client list.

2 Residential Gateway Configuration: Tools - Client List - Microsoft Internet Explorer
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LOGOUT | MODEM | WIRELESS | GATEWAY | FIREWALL | CONTENT FILTER | TOOLS

Tools Tools - Client List
«Fing

+Trace Route

eClient List Mo Connacted Computars

ePassword Refresh

eUser Defaults

Tools — Client List
¢ Refresh
Click “Refresh” to get updated results.
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Password
This page allows you to change the user’s password.

2l Residential Gateway Configuration: Tools - Password - Microsoft Internet Explorer
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«Fing

+Trace Route Password [ooos ]
eClient List Re-Enter Password D
«Password

eUser Defaults

Tools — Password

e Password
Specify new password.
e Re-Enter Password
Re-Enter new password.
* Apply
Any configuration changes must be followed by “Apply” before changes will occur.
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User Defaults

This page allows you to restore Wireless, Firewall and Content Filter to Factory Defaults, and
Cable Modem will reset after pressing Apply button.

2} Residential Gateway Configuration: Tools - User, Factory Defaults - Microsoft Internet Explorer
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Tools Tools - User Factory Defaults

«Ping

+Trace Route Allows you to restore factory defaults to the Firewall and Content

«Client List Filter.

ePassword Restore User Factory Defaults O ves @ Mo

«User Defaults

Tools — Factory Defaults
¢ Restore User Factory Defaults

Check “Yes” to restore user wireless, firewall and content filter to factory defaults.
* Apply

Any configuration changes must be followed by “Apply” before changes will occur.
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