LAN-Express |EEE 802.11 USB User Guide

RMARRRRRRRARRRRARRRARRMRRRRRR®R

LAN-Express IL IEEE
802.11 USB

User’s Guide

Version 1.0
November 10", 2004

RMARRRRRRRRERARRRRRRRRRRRRRR®

AMBIT



Copyright
O 2003 Ambit MicroSystems Incorporation, Milpitas, CA. All rights reserved. This user

guide and the software described in it are copyrighted with all rights reserved. No part of
this publication may be reproduced, transmitted, transcribed, stored in a retrieval system,

or trandated into any language in any form by any meanswithout the written permission of

Ambit MicroSystems Incorporation.

Table of Content 2



Table of Content

(0107 To L (T I 1 0T L8 o o PSSR 6
LlIntroducingthe LAN-ExpressIL IEEE 802.11 USB........ccccceveninenienieneenesienens 6
1.2 Specifications & System ReqUIreMENTS........ccoccvvveerieieeriecie e 6

L2 1EEE 802.11 SPECITICAIONS .....veuerveierieiesieie sttt 7
1.2.2 SECUNLY SEANAAITS ........eeeiieeiieciie ettt eeneeenne e 7
L3 LAN-EXpressIL [EEE 802.11 USB VIEW.....cccccoieeieeieeieeieeiies erte e siesee e saesneeneens 8

(000710 (T A I g 1S = = o o PR 9
21 Pre-installation CoNSIAEr @liON.........coeiererererenis e e 9
2.2 Windows ME and Windows 98 SE Installation CD Requirement ..................... 10
2.3 Wireless Client Utility Installation...........ccoooiiieieeieieneeeeeees e 10
24 Uninstalling an LAN-Express|L |[EEE 802.11 USB........cccocoovnriieneeneenienennenns 16

Chapter 3Wirel €SS TOPOIOGIES. ... .coueeiiieiiereeie ettt st b e e e 19
3L PEEI-TO-PEEN GIOUP....ciiiiiiiieiiie sttt b e sar e e nne e e 19
32 AcCesS POINt INFrastrUCLUN© ....c..coueiiiiieeiee e e e 20

321 Roaming AmoNg MUIIPIE APS.......cooiiiiieieceeeee e 21
322 ROAMING PrNCIPIES ...ttt 22

Chapter 4 Wireless Client Utility Configuration...........cccocveveeeienenenesieenese e 24
A1 Wireless Client ULHITY 1C0N.......ooi it 24
A2 LINK TNAICALONS......cueiuiiiiitiieeieiesiesie ettt 24
43 Card SEAUSTAD ....coveeieiieeee ettt sttt e b e ae e 25

A3LLINK TNQICALONS. ... cvitieeieeiesiisie ettt sttt b e see e 26
432 Advanced Control BULLONS ............coceeiuiririeneeee s 27
44 Profile Management ..o er et s nne s 27

Table of Content 3



BAL OVEIVIEW. ..eeeeeeeeeeee e e e e e e ettt eeeeeeaaaeeeeeeaeeaseaaaas eaeeesessaasseneeeeessssaaann eeereeeeeeeees 28

442 Create or MOdify @Profile......ccceieeiiiiiiicece s 30
45 Security Setting under Profile SCreen..... ..o 32
451 Setting WPA ENCIYPLON.......coiieiicieiiesiesiee e srne et snaesneas 3
452 Setting WPA PassPhrase........ccccoeiiiieiiese e 36
453 Setting Pre-Shared KEYS ........ooee et s 36
4.0 SITE SUINVEY....eieeiiieee ettt sttt st e et et e e s bt et e s b e et e bt e nee st e e msbesaeasbeenneas 37
N Lo LU | ST SOT O TRP 3B
4.8 Disable WPA Configuration under Window XP.......ccccceviviveiiinieeiee e, 39
4.9 Setting Up WPA in WINAOWS XP.....ooiiiiiieiesie e snes 41
410 Load a Certification t0 YOUr COMPULEN .......cceveeiierierieceeries e sres e eee e vavi}
4.11 Configuring Your Wireless Networking Settings with Windows XP.................. 48
411 Help and Support INFOrMaLion..........ccoierereeiereseeeeee e s 49
Chapter 5 TroubIESNOOLING.......ciiiirieiee et 50
51 Common Installation Problems........ ... e e 50
5.1Device Not Installed Properly ........ccccrrieieis e e 50
5.2 Configuring Networking Clients and Protocols.........cccocvveiienennenneeseeseeseenn 51
521 WINAOWS XP/2000.......c.ccurueueriiieierienimiesesesieesie s e ssesse s st sessessssessesessns 51
522 WINAOWS ME/O8 SE........ooiiiiiiieeeiere ettt et 52
D3 RANGE ...t bt et e e be e nne e ne e 52
SA LED INAICALOIS ...ttt sttt ire et s sn e n e nene e e 53
Chapter 6 SPECITICALIONS......ccueiiieeeeerierere e ettt e 55
B.L GENEI @l ..o n et p e reens 55
6.2 NetWOr K INfOrMation .........cooiiiiiiieeie e e 55
(R R E=To [0S o L= ol 1= L1 o] o OSSR 56

Table of Content 4



6.4 ENVIFrONMENTAl RESIIICHIONS ...ttt e e e e e e eeeeeeeeeeeeeeeaeeaaaaaaaaaans 58

6.5 PRYSICAl FEAIUIES.....c.viieiicie et 53
6.6 POWEr CONSUMPLION ...ttt ettt st s b st nneens 58
Chapter 7 Regulatory INfOrMEatioN..........cociiieriinieriiee s seesee e e sreesre s e sseeas 59
7L Regulatory INfor MatioN.........cooiiiiiiieee e s 59
72 FCC WARNING ...ttt sttt 59
ChAPTEE 8 GIOSSAIY.....ceveeueeiteeiesie ettt sttt sttt s b e b bt e b e et et e e ne e sae e b e e e e 61

Table of Content 5



Chapter | Introduction

Ll Introducing the LAN-Express IL IEEE 802.11

usSB

LAN-Express IL IEEE 802.11 USB is a high performance wireless LAN adapter that
complies with the |EEE 802.11b and 802.11 g wireless standards, which can be used with
802.11b or 802.11g devices to form a stand-alone wireless Peer-to-Peer Group or used in
conjunction with an Access Point infrastructure to provide mobile clients with wireless
access to an Ethernet network.

The LAN-Express IL |EEE 802.11 USB supports Windows XP, Windows 2000, Windows
Millennium Edition (ME), and Windows 98.

A wireless LAN provides the same functiondity of a wired network, but it eliminates the
need to install networking cables and other networking equipment. A wireless LAN is not
only easier to deploy, but it also allows for mobility through “ roaming.” For example, the
LAN-Express IL |EEE 802.11 USB can roam from a conference room to an office without
being disconnected from the network.

12 Specifications & System Requirements

You must meet the following minimum requirements in order to begin using an
LAN-ExpressIL |IEEE 802.11 USB,
B Windows XP, Windows 2000, Windows Millennium Edition (ME), or
Windows 98 Second Edition (SE) installed
B Atleast 64 MB of memory
B A 300 MHz processor or higher
At least one other |IEEE 802.11b-compliant or 802.11g-compliant device
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121 |IEEE 802.11 Specifications

The Institute of Electrical and Electronics Engineers (IEEE) adopted the 802.11 standard
for wireless devices operating in the 2.4 GHz frequency band in 1997. This standard
includes provisons for three radio technologies. direct sequence spread spectrum,
frequency hopping spread spectrum, and infrared. Devices that comply with the 802.11
standard operate at a data rate of either 1 or 2 Mbps.

802.11b

In 1999, the IEEE modified the 802.11 standard to support direct sequence devicesthat can
operate at speeds of up to 11 Mbps. The IEEE ratified this standard as 802.11b. 802.11b

devices are backwards compatible with 2.4 GHz 802.11 direct sequence devices (that
operatesat 1 or 2 Mbps).

802.119g

In 2003, the |EEE ratified the 802.11g standard. This standard delivers the same 54Mbps
maximum data rate as 802.11a, yet it offers an additiona and compelling
advantage-backward compatibility with 802.11b equipment. This means that 802.11b
clients will work with 802.11g access points, and 802.11g clients will work with 802.11b
access points. Note that 802.11b products cannot be upgraded to support 802.11g since the
802.11g radios use a different chipset than 802.11b devices. However, 802.11g products
and 802.11b products can work in the same network. Because 802.11g and 802.11b operate
in the same unlicensed band, the two standards share the same three channels, which can
limit wireless capacity and scalability.

% An 802.11a device and an 11b/g device cannot communicate with each
other.

The Wi-Fi standard certified at 2.4 GHz ensures the wireless interoperability with other
WiFi (802.11b) certified devices.

122 Security Standards

The LAN-Express IL |IEEE 802.11 USB supports the following security standards:
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® \Wired Equivalent Privacy (WEP) encryption using 64 bit and 128 bit encryption

®  Support for Windows 802.1x supplicants
® WiFi Protected Access (WPA) encryptiornt WPA (dynamic setting) and WPA-PSK,
which uses text string with at least 8 to 63 characters, it can be any combination of |etters,

numbers and other characters.

L3 LAN-Express IL IEEE 802.11 USB View

The LAN-Express IL IEEE 802.11 USB has an ACTIVE LED indicator on its front side.
When there is wireless connection, the LED indicator is on. See the followings figures for

its front view and side view.

Figurel-1 Side View of the LAN-Express|L |[EEE 802.11 USB
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Chapter 2 Installation

This chapter describes how to install an LAN-Express|IL |EEE 802.11 USB and software

in a computer running Windows X P, Windows 2000, Windows Millennium Edition (ME),
or Windows 98 Second Edition (SE).

B=" Notefor Windows XP Users:

The Windows XP operating system has a built-in feature known as “Wireless Zero
Configuration” which has the capability to configure and control the LAN-Express IL
IEEE 802.11 USB (refer to Configuring Your Wireless Networking Settings with Windows
XP for more details). The Wireless LAN Client utility will detect if there is Windows XP
feature installed first. If the Windows XP operating system is found, the Wireless LAN
Client utility will adjust the User Interface and have the Wireless Zero Configuration

prevail and do the configuration.

21 Pre - installation Consideration

Review the following considerations before installing an LAN-Express IL |IEEE 802.11
USB. TheLAN-ExpressIL IEEE 802.11 USB must comply with the following EMI, safety
and ESD requirements:

Emission
802.11g
B North America FCC Part 15b, Part 15c
®m  Europe EN 301 893
B Japan TELEC STD -33, STD- 66

Safety Requirements

B North America UL 60950 Ver.3 for USA, CSA C22.2 for Canada
®m  Europe EN 60950
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ESD Requirement

LAN-Express IL IEEE 802.11 USB must withstand 15KV test voltage of electrostatic

discharge under operational conditions.

2.2 Windows ME and Windows 98 SE Installation

CD Requirement

Before beginning theinstallation of an LAN-Express|L IEEE 802.11 USB ensure that you
have a Windows 98 SE or Windows ME installation CD available (depending on the
computer’ s operating system). Windows 98/ME users may be prompted to insert a
Windows CD during the installation. Y ou should not need a Windows CD when installing
the wireless USB adapter in a Windows XP or Windows 2000 computer.

If you do not have aWindows 98/ME CD, it is possible that you aready have the Windows
installation files on your hard drive. These Windows installation files are known as
Windows Cabinet or CAB files. The Cabinet files are commonly located in
C:\WINDOWS\OPTIONSUNSTALL\ or C:\WINDOWS\OPTIONSICABS\.

Windows 98/ME users may need the Windows CD or Cabinet files to

complete the installation of an LAN-Express IL IEEE 802.11 USB. Itis
recommended that you do not proceed with the installation until you

have confirmed that you have one of these Windows installation
media available.

2.3 Wireless Client Utility Installation

Follow the instructions below to install an LAN-Express IL IEEE 802.11 USB in a
Window 98 SE, Windows ME, Windows 2000, or Windows XP computer by running the
installation program before inserting the USB into the computer. It is recommended that

you insert the USB after the setup and configuration procedure is completed.

Turn on the computer and logon to Windows, if applicable.

Insert the Installation CD into the computer’s CD-ROM drive. You will see the following
figure telling you the InstallShield® Wizard will be guiding you through the setup process.
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InstallShield Wizard

LAMN-Exprezs ASIL IEEE 80211 “Wireless LAM Setup iz preparing
4 the InstallShield® \wWizard, which will quide vou through the rest of
the setup process. Pleaze wait,

Figure2-1 InstallShield Wizard in progress

Run SETUP.EXE from the Installation CD to launch the program if the Installation program
does not launch automatically.

Click “Next” on the Software Setup Welcome dialog box as shown in Figure 2-2.

-,

InstaliShield Wizard <

Welcome to the InztallShield Wizard for
LAM-Express ASIL IEEE 802.11 Wireless LAN

The InztallShield® YWizard will install LAMN-E xpress ASIL
|[EEE 80217 Wireless LAN an your computer. Ta
continiue, click Mest,

¢ Back

Cancel I

Figure2-2 Setup “Wecome” Dialog Box

The License Agreement screen appears. Click “Yes” to continue.
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InstallShield Wizard

License Agreement

Please read the following license agreement carefully. I e -

Frezs the PAGE DOWH key to zee the rest of the agreement.

LICENSE AGREEMENT

THE FOLLOWING TERMS GOVERN YOUR USE OF THE ENCLOSED SOFTwWARE
FILE[S] UMLESS 'O HAVE & SERARATE WRITTEN AGREEMENT WITH

LAM-EXPRESS.

THE 50FTwaRE 15 OWMED AND COPYRIGHTED BY La&M-EXPRESS OR ITS

THIRD FARTY SUPFLIERS. ¥OUR LICEMSE CONFERS MO TITLE OR
OMERSHIF IN THE SOFT'wARE AMD SHOULD HOT BE CONSTRUED & SALE [

Do yow accept all the terms of the preceding License Agreement? [f you choosze Mo, the
zetup will cloze. Toinztall LAM-Express ASIL IEEE 80217 ‘Wireless LAM, you must accept this

agreement.

¢ Back ez Mo

Figure2-3 License Agreement for the Ingtallation of the LAN-Express|L |EEE 802.11 USB

Choose a destination location for the LAN-Express IL IEEE 802.11 USB installation files.

You may use the default path or click “Browse” to specify a different location. After you

are done, click the “ Next” button.
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-
InstallShield Wizard

Chooze Destination Location

Select falder where Setup will install files.

Setup will install LAN-Express A5IL IEEE 802171 YWirelezs LaM in the following folder.

Taingtall to this folder, click Mext. To install to a different folder, click Browse and select
another folder.

— Destination Falder
C:%Program FileshLanE =prezshiwilandSIL Browsze... |

[rztalls hield

¢ Back Cancel

Figure2-4 Choose Destination for | nstallation

Be patient while the software is installed on your computer.

Chapter 2 Installation
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Setup Status

LAM-Express A5IL IEEE 80217 'Wirelezs LAM Setup iz Fuerfu:urming the requested operations.

[natalling:
CAWANDOWShS petem32hDniversAE =piluZ. zys

[rztalls hield

Cancel

Figure 2-5 Softwar e Setup in Process

Click “ Finish” to close the Software Setup wizard when prompted.

Chapter 2 Ingtallation
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InstaliShield Wizard

InstallS hield wizard Complete

Setup haz finizhed instaling LAM-Express ASIL IEEE 80211
Wireless LAMN on your computer.

¢ Back

Figure2-6 Installation Completed

The Wireless Client Utility will be automatically loaded each time your
% computer starts. To access the utility, click the Wireless Client Utility

icon in the Windows Taskbar.

Per the specific interface of the LAN-Express IL IEEE 802.11 USB, connect the USB to

your computer’s USB port.

If prompted, follow any on-screen instructions to complete the installation.

The Wireless Client should now be successfully installed. If you have an Access Point on

the network with no security enabled, the Wireless Client should connect automatically.

If you have an Access Point on the network with security enabled, double-click the

LAN-Express IL icon to launch the Wirdess Client Utility; use this utility to create profiles,
configure the wireless USB adapter, and enable security.

If you do not have an Access Point, use the Wireless Client Utility to set the wireless USB
Chapter 2 Installation 15



adapter to Peer-to-Peer Ad Hoc mode.

See Chapter 3 Wireless Topologies for more information on Peer-to-Peer Groups and

Access-Point networks.

24 Uninstalling an LAN-Express IL IEEE 802.11

USB

Follow the images and steps shown below to uninstall the wireless USB adapter:

Access the Control Panel from the Start menu. Click the Add/Remove Programs icon.

Select LAN-Express IL AS 802.11 USB and click Change/Remove button.

Select Remove and then click the Next button to perform the un-installation. When

prompted, click OK to remove the Wireless Client Utility.

InstallShield Wizard
Welcome t
t adify, repair, or remove the program. I ~

Welcome to the LAMN-Express ASIL IEEE 80211 WWireless LAM Setup Maintenance program.
Thiz program letz pou modify the current installation. Click one of the options below.

Reinstall all program components installed by the previous setup.

@ Remove all installed components.
Mest » | Cancel
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Figure2-7 Select “Remove” to Modify the Situation

System asks if you are very sure about un-installing the selected application. Click OK if

you are ready. If not, click Cancel.

o o

Confirm Uninstall

Do wou wank to completely remove the selected application and all of its components?

Zancel

Figure 2-8 Un-ingtallation Confirmation

Be patient while the wireless USB adapter is uninstalled from your computer.

@ Uninztaling LAN-Express A5IL [EEE 80211 YWireless LAM -- Pleaze wait. .

Figure2-9 Install Un-installing Wireless Client Utility

InstallShield Wizard

Setup Status ‘ !

"‘:-.

LAM-Exprezs ASIL [EEE 802,11 'wWireless LAM Setup iz perfarming the requested operations.

4%

Cancel

Figure2-10 Un-installation in process

Chapter 3 Wireless Topologies 17



When prompted, click Finish to complete the un-Installation procedure.

InstallShield Wizard

M aintenance Complete

InztallShield wizard has finizhed performing maintenance
operations on LAMN-Express A5IL IEEE 802171 Wireless LAM.

¢ Back

Cancel

Figure2-11 Un-installation and M aintenance Completed

Chapter 3 Wireless Topologies
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Chapter 3 Wireless Topologies

LAN-Express IL IEEE 802.11 USB looks and operates similar to Ethernet products. The
only difference is that a radio replaces the wire between communicating devices. This
means that all of your existing applications that operate over Ethernet will work with the
LAN-Express IL IEEE 802.11 USB without any special wireless networking software.

A wireless LAN can be configured for two different modes of operation. While each
method has its advantages, one of them may be better suited for your needs. Review the

following configurations to determine which mode is best for you.

3.l Peer-to-Peer Group

A Peer-to-Peer group—also known asan Ad-Hoc network-- isthe simplest to deployand is
ideal for small offices. Peer-to-Peer Group can be comprised of two or more wireless client
configured to communicate with one another. Peer-to-Peer Group clients communicate
directly with each other without using an access point (AP). As a user on this type of
network, you are able to quickly build up a wireless network in order to share files with
other employees, print to a shared office printer, and access the Internet through a single
shared connection.

Ad-hoc networking is cost effective, because no other devices components are needed
(such as access points, hubs or routers) in order to setup a network. However, with Ad-Hoc
networking, your computer isonly able to communicate with other nearby wireless clients.

By using the off- the-shelf peer-to-peer network operating systems, each computer
Chapter 3 Wireless Topologies 19



can dynamically connect and reconnect to the others with no additiona configuration, as

illustrated in Figure 3-1.

STA

aTA 4
"Zl—g STA 7
STA 3

Figure3-1 Peer-to-Pear Group

The LAN-Express IL IEEE 802.11 USB can communicate with an 802.11b or 802.11g
Peer-to-Peer Group (but it can not dynamically switch between the two). Therefore, you

must manually configure the U SB to use one specific radio mode.

3.2 Access Point Infrastructure

Many companies have an existing Ethernet or wired LAN infrastructure and want to be
able to extend that capability to wireless nodes. This is accomplished by installing one or
more Access Points on the Ethernet network. Access Points are devices that communicate
with both the Ethernet network and the wireless network.

An Access Point network is also referred to as an Infrastructure network. The key
difference betweenan Infrastructure network and an Ad-Hoc network is the addition of one
extra element—the Access Point. The Access Point serves as the focal point for all data
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traffic on your wireless network, optimally managing all wireless data transactions.

Additionally, the wireless Infrastructure can provide access to an existing wired LAN. This
link allows computers on the wireless LAN to access the other wired LAN’s resources and
tools, including Internet access, email delivery, file transfer, and printer sharing. See figure

3-2 for example.

Y-

5TAA

AP

D Ethernet )

Figur e 3-2 Access Point Networ k

You can use the LAN-Express IL |EEE 802.11 USB to communicate with 802.11g Access
Points, 802.11b Access Points, or a combination of Access Point types. The USB is

compatible with 802.11g and 802.11b Access Points from any vendor.

321 Roaming Among Multiple APs

For larger environments, the LAN-Express IL IEEE 802.11 USB may roam from one

Access Point to another while maintaining the same network connection. The Access
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Points establish coverage areas or cells similar in concept to those of a cellular phone
network. The wireless USB adapter will connect to any Access Point that is within range.

The LAN-Express IL IEEE 802.11 USB supports both roaming between APs of the same
type (for example, from one 802.11b AP to another) and roaming between APs of different
types (for example, from an 802.11b AP to an 802.11g AP). Figure 3-2 illustrates roaming

between APs of different radio types:

Wired Ethemet

0211a D&Wk l1)2.11l‘|I Network m.11F Network
(((
Az Palnt Arcew Foimt

y L
gﬁmwm Combotardl }) -lL En"';.’;‘:.' % ‘ﬁ -

PO or ISA Adnphr

5]
:}\'\h E] :—\\}
],
PCIM:WQE[ .)))Cumhuclrd cumhuc-d. - FEIMlptlr ﬂ)mw,‘,

Figure 3-2 Roaming Between APs of Different Radio Types

As the mobile client seamlessly switches from cell to cell, its network connectivity is
preserved. The user can move freely between the Access Points in the network. When the
roaming client leaves the transmission range of one Access Point, the wireless USB adapter
automatically detects the other Access Point(s) in the same vicinity to continue the network

connection.

322 Roaming Principles

® A LAN-ExpressIL IEEE 802.11 USB can roam between 802.11 g Access Points and

802.11b Access Points.
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® All 802.11b and 802.11g Access Points that a client will roam between must have the
same Network Name. Depending on the Wireless Mode selection, a user can roam among
802.11g and 802.11b Access Points.

® All workstationswith LAN-Express IL IEEE 802.11 USBinstalled must use either a
Network Name of “any” or the same Network Name as the Access Points that they will
roam between.

® All Access Points and LAN-Express IL IEEE 802.11 USB must have the same
security settings to communicate.

® The Access Points cells must overlap to ensure that there are no gaps in coverage and
to ensure that the roaming client will always have a connection available.

® Access Points installed in the same vicinity that use the same frequency band (2.4
GHz) should each use a unique, independent Channel to avoid potential interference.

® Access Points that use the same Channel should be installed as far away from each

other as possible to reduce potential interference.

Chapter 3 Wireless Topologies 23
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Chapter4 Wireless Client Utility

Configuration

The chapter introduces the Wireless Client Utility (WCU). The WCU provides quick access
and friendly interface to configure the Wreless LAN settings. However, if you are using

Windows XP and have not installed the Wireless Client Utility, Configuring Your Wireless

Networking Settings with Windows XP contains information on how to configure your

LAN-Express IL IEEE 802.11 USB using Windows XP Zero Configuration.

41 Wireless Client Utility icon

The Wirdless Client Utility icon will appear in the Windows Taskbar (also known as the

System Tray) each time your computer is restarted. Click the WCU icon to launch the utility.

NG sREIO % ¢ ELF ) 1208 am

Figure4-1 Wireless Utility | con

42 Link Indicators

The Wireless Client Utility icon will display the current status of the wireless connection. The

following are different status displayed by the icon
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Table 4-1 Link Indicators Description

Indicator Description

' i Indicate the device is currently in excellent connection status.
100 %

Indicate the device is currently in good connection status.

Indicate the device is currently in poor connection status.

Indicate that the LAN-Express IL IEEE 802.11 USB has been
disabled through either Hardware or Software.

IE' Indicate the device is currently in very poor connection status.

43 Card Status tab

<= 80211 Wireless LAN Utility

ES=Ss=S___ §_ _
[ { e,ess Adapter: |[17] LAN-Express IL 80211 USE 2.0 Adapter |
Cardl Status: | Profile | Stte Survey | About |
Connecting Information 1
S50 S8 _TRIOZ m
‘-'-——l—-'-,
BSSIC: 00-02-54.-9E-95-CB Current Channel: 7
Link Speed [ Mhits § Sec ) - Throughput [ Frames f Sec )
T 11 Rx N,a, Tx o] R o
— Card Information -
Fred. Domain : United States IF Address : 10.78.78.99
w5\ [Sional Levet - 1% Dissble
_Lj% Radio
: Link Quaity - 100
Link Indicators — Advanced Control Button —

Figure4-2 Status Tab Displays Current Wireless Connection
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The Card Status tab is composed of two major parts. Connecting Informationand Card
I nformation as shown in Figure 4-2.

Connecting Information SSID (Service Set Identification) — It is also called "ESSID",
"Group Name" or "Network Name". Thisfield shows the Extended Service Set Identifier name
that the wireless USB adapter is connected to.

BSSID (Basic Service Set Identifier) — This filed displays the MAC address of the Access
Point that the wireless USB adapter is currently associated to.

Current Channel — Specifies the current channel that the LAN-Express IL |IEEE 802.11 USB
IS connecting to or scanning on.

Link Speed (Mbits/Sec)

® TX — Shows the transmission rate.

® RX — Showsthereceiving rate.

Throughput (Frames/Sec): This field displays the current frame count of
transmitting/receiving via radio.

Card Information:

® Freg. Domain: Shows which Frequency Domain you are in.

® |P Address: The current IP address of the LAN-ExpressIL |IEEE 802.11 USB.

431 Link Indicators

The gaugeson the bottom of WCU window, as Figure 4-2 illustrates, are Link Indicators.
They represent the signal strength and connection quality, respectively.

Signal Leve: Indicates the strength of the signal received from access point. Signal Level
would be higher when there is an access point nearby.
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Link Quality: Indicates the quality of the signal received from access point.

432 Advanced Control Buttons

The four buttons on the Card Status screen are called Advanced Control Button. Seethe table

below for details of the buttons.

Table 4-2 Description of Advanced Control Buttons

Figure Description
Tell the wireless USB adapter to rescan and search the Access

Rescan
Point again. This button appears only on the Card Status

Window as you only can rescan and search the Access Point

under this window.

% Dizahle The wireless radio statusis "On". To turn off the wireless radio
Radio click the button.
Dizahle The wireless radio status is "Off". To turn on the wireless radio
Fadio click the button.

Indicates that the wireless device is working on security level.

44 Profile Management

The Profile page alows you to create the Wireless Profile for easy control over the wireless
USB adpater. Y ou can set up the wireless USB adapter to work in either infrastructure mode
(Computer-to-Access Point) or Ad-Hoc mode (Computer-to-Computer, agroup of stations
participating in the WLAN).
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441 OQverview

<= 80211 Wireles: LAN Utility

r Eless adapter: |[17] LAN-Express IL 802.11 USE 2.0 Adapter |
Card Status  Profile ]srte Survey | About |
Profiles — Active Profile List
| Profile Mame ._SSI_D . Metvwark Ts.-'pga_. Encrypti 9 | Profile MName
1 SQA_TRIOZ Soa TRIOZ Infrastructure  ©n . % 208 TRIOZ
i Ms-B mI=-B Infrastructure On
£ |

< [ » {* Infrastructure ¢ ad Hoc

O Mew _’_/ Moty @ Delete R ¥ Und 7 Bpply
= Signal Level - 100% N Disable
-.;lir;?} Radio
- Link Quality: - 1o0% N

Figure4-3 Profile Window Displays Detail of Active Profiles

The Profile tab allows the user to define multiple configuration profiles. Each profile can be
configured to match the appropriate settings of a unique wireless network.

The Profilebox lists al the configured profiles. It describes the basic settings (Profile Name,
SSID, Network Type, Encryption) of the highlighted profile. The active profile will be
displayed with the wireless icon next to it. Y ou can add the Profile to "Active Profile List" by
selecting the Profile and then clicking the Right-Arrow button. By this way, you can switch to

different profile on the "Active Profile List" once the wireless connection drops.
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Besides, you can connect to either "Infrastructure™ network or "Ad Hoc" group by clicking
the radio button of "Infrastructure” or "Ad Hoc".

See the table below for details of the three buttons on the “Profile” section.

Table 4-3 Description of Buttons on Profile Screen

Create aNew Profile setting. For detail, pleaserefer to 4.4.2 Create and M odify
O Mew |aProfile.

Modify the selected Profile. For detall, please refer to 4.4.2 Create and Modifyj

-_j Modity |aProfile.

click the button.

Click to delete the selected Profile. A confirmation dialog will appear as you
5@ Delete

Table 4-4 Description of Direction Arrow / Connection Radio Button

Add the selected Profile Name in Profilesto Active ProfileLList.

Removed the selected Profile Namein Active Profile List.

priority to be connected with.

>
&
n Put the selected Profile Name in Active Profile List to higher position and increase its
ﬂ Put the selected Profile Name in Active Profile List to lower position and decrease its

priority to be connected with.

Check either radio button to decide the mode you wish

& Infrastructure & Ad Hoc

to use.

Click to activate the changes you made in the Active Profile Ligt.

7 Bply Note: Changes cannot be applied when radio is disabled.

c ) Ignore the change and return back to the previous setting.
LIndo
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442 Create or Modify a Profile

From the “Profile” screen as shown in Figure 4-3, dick the New or M odify button to create a

new profile or modify an existing profile.

General Tab

The Profile Setting menu allows user to create the new Profile. Enter the Profile a unique name
that describes the profile or the wireless network you want the wireless USB adapter to connect

to first before creating the Profile.

Profile : 8QA TRIO2

Profile Mame: |

General l Security ]

Metwork Mame (SSI0) |5‘3!A_TR'02 55Dz
Metwark Type: | t fter- = P J

Cancel

Figure4-4 Profile Setting: General | nformation Setting

® Profile Name — Enter a unique rame that describes the profile or the wireless network
you want the wireless USB adapter to connect to.
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® Network Name (SSID) —Service Set Identifier name. It can be up to 32 case-sensitive
characters. You should have the same identifier name with wireless goup that you want to
connect to. In the Infrastructure Network, ablank SSID field isallowed and it refersto any and
all SSIDs, which means the wireless USB adapter has the capability to connect to any available
Access Point. You can also click the SSI Ds button that is next to the box to view the available
network.

® Network Type— You can choose two network type settings: Infrastructure Mode
(Computer-to- Access Point) and Ad-Hoc Mode (Computer-to-Computer, a group of stations
participating in the WLAN) from the drop- menu.

Click OK to activate the settings.

Security Tab

To prevent unauthorized access to the data that is transmitting through the network, the
wireless USB adapter provides security services such as WEP (Wired Equivalent Privacy),
WPA (WiFi Protected Access) and 802.1x as static and dynamic security settings. Choose the
security setting that matches the wireless network you want the wireless USB adapter to
connect to. If you select WPA or 802.1x, a drop-down menu to the right of the selection
becomes available to allowyou for additional configuration settings required by the selected

security mode.

Mismatch security setting will cause the mal-function on your wireless
device. Please contact your network administrator to obtain the
information that is required for the network security dialogs.
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45 Security Setting under Profile Screen

Profile : SQA TRIO2

Profile Mame: |

General  SECUrity l

Security Method

P, EAP TYPE |
WPA_PSk
B02Ax ESP TYPE: |

(™ Pre-Shared Key

ot |

Ok Cancel

Figure4-5 Security Setting for Profile

To enable the security service, selects the proper radio button, security type and then click the
" Configure..." button to configure the details.

® WPA- Wi-Fi Protected Access mode allows for the authentication and interoperability

with enterprise class WPA enabled networks. This feature alows for authentication with

networks that support the EAP-TLS or PEAP Extensible Authentication Protocol (EAP) types.

For configuration, please refer to 4.5.1 Setting WPA Encryption

® WPA-PSK — WtFi Protected Access, Pre-Shared Key mode allows you to use WPA style
authentication and encryption in a network that does not support EAP/802.1x authentication.

For configuration, please refer to 4.5.2 Setting WPA PassPhrase.
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® 802.1x —This security mode allows the authentication of the user and/or the station to
create a dynamic Wired Equivalency Key (WEP) key. EAP types supported by this mode are

EAP-TLS and PEAP. For configuration, please refer to 4.5.1 Setting WPA Encryption

® Pre-Shared Key —This mode is commonly referred to as IEEE 802.11 Wired
Equivalency Privacy (WEP) encryption. For configuration, please refer to 4.5.3  Setting

Pre-Shared K eys.

® None -Use this mode when there is no authentication or encryption enabled on the
Wireless LAN network.

Click OK to savethe profile.

451 Setting WPA Encryption

WPA isanew standard-based wireless security solution developed by the Wi-Fi Alliance. WPA
also supports the WEP (Wired Equivalent Privacy) security standard. WPA encryption has two
settings: EAP-TLS and EAP-PEAP authentication. Select either of them from the drop-down

menu to the right of the WPA radio button.

EAP-TL S Authentication

The dialog box as shown in Figure 4-6 allows user to enter the authentication settings via
EAP-TLS. Under EAP-TLS, the station and authentication server authenticate each other via

an exchange of security certificates.
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TLE Froperty

X

Trusted Cettificate Authority

[y El
Certificate
Zelected Certificate Infarmation
lzzue To:
lzzue By
Expired Date

Friendly Mame :

Zeryer § Domain Mame: ]

Looin Marme; |

(]34 Cancel

Figure4-6 TLS Property Dialog Window

Trust Certificate Authority - This field alows the wireless USB adapter to verify the
authentication server's certificate. If you accept any certificate, select the "Any" button.
Otherwise, select a specific Certificate Authority that must be the Trusted Root Certificate
Authority as the authentication's certificate.

Certificate - Allows the selection of any one of the certificates currently stored in the user's
personal certificate database.

Server/Domain Name - This field restricts which authentication servers the wireless USB
adapter isallowed to connect to. Enter adomain name to restrict and authenticate servers from
that specific domain.

Login Name - This field is transmitted to the authentication server for referential purposes

only. The server's authentication log file will record your login account information.

PEAP Authentication
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The dialogbox shown in Figure 4-7 allows user to enter the authentication settings via PEAP.
Under PEAP type authentications, a virtual secure tunnel is created using the authentication
server's digita certificate. Within this tunnel, the authentication server will authenticate user's

security credentials.

PEAF Property X]

Trusted Cettificate Authority

|.ﬂ«n§.-' ﬂ

U=zer Information for MS-CHAP w2

Uzer Matme |

Pazsword |

Confirm Pazsword |

Setver FDomain |

Login Mame |

Cancel

Figure4-7 PEAP Property Setting Window

Trusted Certificate Authority - This field alows the Client Utility to verify the
authentication server's certificate. If you will accept any server's certificate, select the
"<Any>" item. Otherwise, select the specific Certificate Authority that must be the Trusted
Root Certificate Authority for the authentication server's certificate.

User Name/Password - These fields are the user's security credentials that are used by an
authentication server.

Server/Domain- Thisfield restricts which authentication servers the wireless USB adapter is
alowed to connect to. Enter a domain name to restrict and authenticate servers from that

specific domain.
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Login Name - This field is transmitted to the authentication server for referential purposes

only. The server's authentication log file will record your login account information

452 Setting WPA PassPhrase

WPA-PSK (with no server) uses the so-called “pre-shared key’ as the security key. A
pre-shared key is basically a password that is between eight and 63 characters long. It can be
any combination of letters, numbers, and other characters. Thisis the typical mode that is used
in a home environment. WPA-PSK is a lightweight 802.1x type authentication that uses a
shared secret ASCII based passphrase known by bath the access point and station. To enable
WPA with a passphrase (WPA-PSK), select “WPA-PSK” from the Security Options list and

click OK to configure the setting.

WEA _PSE

Enter wour WA pazsphrase, and the minimum length is 5.

Ok, Cancel |

Figure4-8 WPA -PSK Setting

453 Setting Pre-Shared Keys

This mode is commonly referred to as IEEE 802.11 Wired Equivalency Privacy (WEP)
encryption Pre-Shared Key setting dialog window, as Figure 4-9 shows, will appear as you
click <configure...> button on the security tab under the Profile setting when the Pre-Shared

Key radio button is checked.
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Wey Format: |HE}{ Mode (0-9, A-F, 5-) j

Hey Index: |Key 1 LJ

Key 1: |64 bits( 10 digts ) = |

Key 2 | |E4 hit= 10 digits ) j

Key 3 | |64 bits( 10 digits ) v |

i | |64 bits( 10 digts ) = |
Cancel |

Figure4-9 Pre-Shared K ey Dialog Screen

Key Format — Determines the entry method for an encryption key:

B Hexadecima (0-9, A-F)

B ASCII text (any keyboard characters, a-z, A-Z, 0-9)
Key Index — This is the key the wireless USB adapter uses to encrypt the data. It can be
selected from the value Key 1 to Key 4.
Key 1-4 — Encryption key values. The key length depends on what Key Format is selected.

B 64 bit encryption (5-digit keysin ASCIlI Mode or 10 digitsin HEX mode)

B 128 bit encryption (13-digit keysin ASCII Mode or 26 digits in HEX mode)
The number of characters that may be entered in the encryption key field will be automatically

determined by the Key length setting.

46 Site Survey
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The Site Survey as shown in Figure 4-10 provides a powerful capability to scan and list al the

wireless group information within the radio coverage range.

<= 802 11 Wireless L AN Ohility X

—
Card Status | Profie  Site Survey ]Abc.ut |

1]

1

88  soeter [[17] LaN-Express IL 802,11 USB 2.0 Adapter ~|

S3I0 | BSSID | cH | Encryption | Network Type | Signal A
1 1030015 Q& 0059508 22:58 1 (B WEP Infraztructure Fair

4 12345 04 D0:59:58: 2262 13 (B) Mone Infrastructure Fair

i 5958329 08 D059 57 31:532 9 (G Maone Infraztructure Loy g
1 ATESHMO 00: 40:96: 45 7F. 36 11 (B) Mone Infrastructure Good

i borg_fox 050 F2. 72 59.E5 G (B8] Mane Infraztructure Excellent

i Mis-B 00:09: 58:66:20: 7D 11 (3 WWEP Infrastructure Fair

i SE&_TRIO2 000254 9E:95:CH =] WWEP Infraztructure Zood

1 TESTHC1 00 09: 5B:97:58: 40 11 (B) WWEP Infrastructure Fair

2 J93H0M 5 02:00; 36:72:04:00 11 (B) Mone A Hoo Fair

* vidannbina nh-Ng- S/ CR-CA-0a AN e YD Imfractriirh va Forallart V

Double click left mouse button to add specific tem to profile. Soan

T Faddi
3 ko - oo

= Signl Leves EERULEA Disaid J

Scan button

Figure4-10 Site Survey Screen

Press the Scan button (the circled button shown in Figure4-10) to collect the wireless group
information. It includes the ESSID, BSSID, Channel allocation Encryption Status, Network
Type and Signal Level.

Highlight the list and double-click the selected item. You will then be allowed to add the new

wireless Profile with corresponding parametersto the active profile list.

47 About
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The About window as shown in Figure 4 11 displays the information of Driver, Utility, and

Firmware. Y ou may detect the signal strength and the link quality from the two black graphics.

< 802.11 Wireless LAN Utility X

. T T o — P
| | @SS  ioavter [171LANExpress L 80211 USB 2.0 Adapter ~|
Card Status ] Profile l Site Survey  About l
Driver
100.0 Driver “ersion: 30460
Driver Date: Apr. 23, 2004
Litility
Signal Strencgth
| Hility Wersion: 283324
—_— |Kility Date: Apr. 30, 2004
10040
Library Wersion: 3.26.1.38

Metwark Card

Lirk Guality MAC Address: 00-D0-53-E1-03-53

A J1o0% % Dissble
n oo% T e

Link Giuality:

Figure4-11 About Screen

Driver:
Displays the current driver information of the wireless USB adapter.

Utility:
Displays the current wireless configuration utility information.

Network Card:
Displays the MAC address of the wireless USB adapter.

48 Disable WPA Configuration under Window XP
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The Windows XP operating system provides the built-in WZCS to configure the wireless
device. Therefore, in order not to conflict the WZCS function, the Profile function on Wireless
LAN Utility will be disabled once the utility detects the existence of the WZCS.

In order to enable the wireless Profile function on Windows XP platform, the WZCS function
should be disabled in advance. Figured-12 displays the GUI on the Windows XP with the
Wireless Networks Property. To disable the WZCS function, uncheck the box of "Use
Windows to configure my wireless network setting” on Wireless Networks page and then click

the "OK" button to active the change.

-

=4 Wireless Network Connection 4 Properties @

General Wireless Networks | Advanced

iUze Windows to corfigure my wirsless network ssttings;

Available networks:

_'I'l_:l_ F_Dn_n_e;:t tq_._jn available !'I_E-'tw_l:ll'k. click Corfigure.
| § TRID (|
1 RichardTsai -

i Nathan v

Frefemed networlcs

% TRIO

Leam about setting up wirsless netwaork

[ ok || concel |

Figure4-12 Disable the Configur ation Ability under Windows XP
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49 Setting Up WPA in Windows XP

However, you may set up WPA in Windows XP if you wish.
Follow the instructions below to set up WPA in * Windows wireless network utility”. The

screenshots may vary dightly according to different utility installed on your computer.

Under Windows XP, click “Start > Control Panel > Network Connections”.
Right-click on “Wireless Network Connection”, and select “Properties”.

Clicking on the “Wireless Networks” tab will display the following screen. Ensure the “Use

Windows to configure my wireless network settings” box is checked.

-t Wireless Network Connection 58 Properties

General | Wirsless Networks ' Advanced
Use Windows to corfigure my wireless networ settings

Pwvailable networls:
To connect to an available network, click Corfigure.

112
1 YBEBEUser " _'i
i 1 MDTESTAPZ e

Prefemed networlcs:

Automatically connect to available networks in the order listed
below:

| § AP1200

[ Add. . ]’ Remaove ][ Properties ]

Leam about setting up wireless network
configuration. Advanced

[ ok || cancel |

Figure4-13 Configure Wireess Networ k Connection under Windows XP

Under the “Wireless Networks” tab, click the “Configure” button and you will see the screen
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below.

-

AP1200 properties
| Association | Athentication |
Metwark name (5510

Wirgless networl key

This netwark requires a key for the following:

Metwork Authentication: IWF-”& _V_j

Diata encryption: ilﬁqp_ -' T _E-v"-"

| ok || cancel

Figure4-14 Set Authentication for Wireless Networ k Connection

Select “WPA” under “Network Authentication”.

Select “TKIP” or “AES” under “Data Encryption”. This setting has to be identical to the Access

Point that you set up.

For Home or Small Business User, you may select “WPA-PSK” under “Network
Authentication”. Then enter your encryption key in the “Network Key” box. It can be from eight
to 63 characters and can be letters, numbers, or symbols. You must use the very same key on
all the clients that you set up. If you are using this computer to connect to a corporate network

that includes a RADIUS server, consult your network administrator for further
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information.

Click “OK” to apply settings.
The following is an example of setting WPA under the TLS mode of Dynamic Security for
business users. You may also set the authentication under the PEAP mode that matches your

specific environment.

Click the “Authentication” tab. Select “Smart Card or other Certificate” under “EAP type” and

you will see the following screen.

[ AP1200 properties

| Association | Authertication |

[ ] Authenticate as computer when computer information is available

[ ] Authenticate as guest when user or computer information is
unavailzble

| ok || CcCancel

Figure4-15 Set WPA Authentication Mode under Windows XP

Click “Properties” and “OK" to go to the following screen. You can check the proper boxes that
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match your specific

environment.

-

Smart Card or other Certificate Properties .

When connecting:
{7 Use my smart card
(%) Use a cerfficate on this computer
[ Use simple cerficate selection {(Recommended)

[ Validate server cetficate

Gy Stharihes

| [] ABAECOM Root CA Py
[ allen =

[] Autondad Cenficadera de la Asociacion Nacional del Motaria
[ Autordad Ceficadora del Colegio Nacional de Comeduria Pu
[] Baltimore EZ by DST

[ ] Belgacom E-Trust Frimany CA

[] Caw HKT Securshet CA Class A

[E3

i

i Wiew Cert'rficat; ]

Use a different user name for the connection

[] CAW HKT SecureNet CA Class B el

[ QK ] I Cancel

]

410 Load a Certification to Your Computer

Contact your network administrator for assistance if you do not have a certificate installed on
your computer or do not know which one to use. Hereis an example of loading a certification

to your computer under the Windows Server 2003 and Micr osoft Certificate Service.

Figure4-16 Define Certificate Properties

Go to the “Welcome” page and select “Request a certificate”.
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e —
Internet Explorer =o&d

File Edit View Favorites Tools Help .-,,","’

Qo - © \ﬂ @ :;“J /',:‘ Search \,‘:‘\?Favorites @ veda L) L* w = -

=7 g
Address |§§I http://192. 168. 1. 28 certsrv/ i"_l Go

Links

Microsoft Certificate Senices — WPA123

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you communicate with

over the Web, sign and encrypt messages, and, depending upan the type of certificate you
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Cerlificate Services, see Certificate Services Documentation.

Select a task:
Request a cerificate
View the status of a pending cetificate request
Download a CA cerificate certificate chain, or CRL

&

 Internet

When the “Request a Certificate” screen appears, click on the “User Certificate” to continue.
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Reguest a Certificate
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& | | o Internet

Select a Cryptographic Service Provider that matches the settings in your computer.
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Mare Oprions:
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CSF: | Microsoft Erhanced Cryplographic Frowdert. 0 |w]
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Request Fomat & CMG O PRCS10
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Wait for the Microsoft Certificate Services to issue the certificate to you.

RS |
3

Fe Bt Wew Favordes  Toos  Help

Q= O [ B Poe frmem @ B 3-5 =

ek e (iG] hittp:1152. 168, 1 2Bjcertar vicerish.asn i Bl v ™

Microsoft Certificata Sanices WPATZI

Home

Certificate ssued

The cerdificate you requested was issued to you.

=] instab this cerificate

E Trsiali certificate

o teret

Certificate installed successfully.
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4] pore & et

411 Configuring Your Wireless Networking Settings

with Windows XP

The Windows XP operating system has a built-in feature known as “Wirdess Zero
Configuration” which has the capability to configure and control this Wireless LAN device.

Follow the steps below to configure your device.

From the Start menu, select Control Panel.
Click Network and Internet Connections.
Click Network Connections.

Right-click the network connection associated with your LAN-Express IL IEEE 802.11 USB

and select Properties.
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Click the Wireless Networks tab.
Click the link Setting Up Wireless Network Configuration.

When the Help and Support Center window appears, you can access information regarding
Wireless Network configuration. Follow the on-screen instructions to access configuration

information for your adapter.

4111 Help and Support Information

Configuration information and troubleshooting in Windows XP is available in Microsoft’ s
Help and Support Center on Windows XP systems. Links to the appropriate Microsoft Web
Sites are also available here.

To access this information:

From the Start menu, select Control Panel.

Click Network and Internet Connections.

Click Network Connections.

Right-click the connection for your LAN-Express IL IEEE 802.11 USB, and selectProperties.
From the General tab, click the Configure button.

From the General tab, click the Troubleshoot button.

When the Help and Support Center window appears, you can access information regarding
the Network adapter. To access configuration information for your adapter, follow the
on-screen Instructions. For the network adapter to function in a wireless LAN, you may need

change the settings per the requirement of network environment.
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LAN-Express|EEE 802.11 USB User Guide

Chapter 5 Troubleshooting

The LAN-Express IL 802.11 USB is designed to be very easy to install and operate.
However, if you experience any difficulties, use the information in this chapter to help

diagnose and solve the problem.

51 Common Installation Problems

I nstallation describes how to install an LAN-Express IL IEEE 802.11 USB in a computer
running Windows 98 Second Edition (SE), Windows Millennium Edition (ME), Windows
2000, or Windows XP. This section provides suggestions to resolve some of the common

installation problems with a LAN-Express IL 802.11 USB.

511 Device Not Installed Properly

If Windows Networking reports that the LAN -Express IL |EEE 802.11 USB has not been
properly installed or configured after you have completed the Installation program, open
theDevice Manager (found within the Control Panel’ s System icon) and locate the wireless
USB adapter’ s entry in the Network adapters category. If ayellow exclamation point (*!”
appears next to the wireless USB adapter’ s Device Manager entry, then the wireless USB
adapter is not working properly. Follow these steps:

Uninstall the wireless USB adapter as described in Chapter 2 Installation
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Reinstall the wireless USB adapter following the instructions in Installation

52 Configuring Networking Clients and Protocols

An LAN-Express IL 802.11 USB will bind to any existing networking components, such
as Client for Microsoft Networks and the Internet Protocol (TCP/IP). Refer to the steps
below that correspond to your computer’ s operating system to configure the wireless USB

adapter’s networking components.

521 Windows XP/2000

Follow these steps to configure the USB’ s networking clients and protocols in a Windows
XP or 2000 computer:

Open the Control Pand’s Network and Dial-up Connections (Windows 2000) or
Network Connections (Windows XP) icon.

Scroll through the list of network connections and right-click the Local Area Connection
that corresponds to the LAN-Express L 802.11 USB

Select Propertiesfrom the drop-down menu to view the connection’ s properties screen.
Select aclient or protocol from the list of components and click Properties to configure its
settings. For example, if you want to assign the wireless USB adapter a static |P address,

highlight Internet Protocol (TCP/IP)and click Properties.

':E:'To add a new client or protocol, click Install... and follow the on-screen

instructions.
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522 Windows ME/98 SE

Follow these steps to configure a wireless USB adapter’ s networking clients and protocols
in a Windows 98/ME computer:

Open the Control Panel’ s Network icon.

Select a client or protocol from the list of installed components and click Propertiesto
configure its settings. For example, if you want to assign the LAN-ExpressIL 802.11 USB
a static IP address, highlight TCP/IP or TCP/IP -> LAN-Express IL 802.11 USB and

click Properties.

@To add a new client or protocol, click Add... and follow the on-screen

instructions.

53 Range

Every environment is unique with different obstacles, barriers, materials, etc., and,
therefore, it is difficult to determine the exact range that will be achieved without testing.
Radio signals may reflect off of some obstacles or be absorbed by others depending on
their construction.

The IEEE 802.11 standards support multiple data rates that correspond to different
transmission techniques. For wireless devices, there is a trade-off between range and data
rate. Transmission techniques that provide high data rates operate over short distances;
techniques that provide slower data rates operate over greater distances. By default, the
LAN-Express IL 802.11 USB automatically switches between these data rates to maintain

a usable radio connection and achieve the best data rate based on the wireless USB
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adapter’s distance from the Access Point. Therefore, a client that is close to an Access
Point will operate at a higher data rate than a client that is farther away from the Access
Point.

The LAN-Express IL 802.11 USB includes two integral omni-directional antennas. Note
that the coverage footprint of the USB’ s antennas will vary depending on the lgptop’ s
design and the location of the USB connector in the computer. Two antennas are provided
to support antenna diversity, a technique which can improve system reliability. Due to the
characteristics of radio waves, it is possible that one antenna may provide better
performance than a second antenna installed a short distance away.

Proper antenna placement can help improve range. Here are some guidelines:

Try to keep the wireless USB adapter antennas free of obstructions (particularly metal

objects) and do not place a sheet of meta (like afiling cabinet) between the antennas of two
802.11 devices.

Use the Wireless Client Utility to evaluate the signal strength and link quality between

802.11 devices.

Refer to the documentation that came with your Access Points for suggestions on how to

locate the AP and its antennas to maximize range and performance.

54 LED Indicators

The blue LED on the LAN-Express IL 802.11 USB, as shown in the Figure 5-1 on next

page, indicates the current connection status.
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Figure5-1 LED indicator

The following table depicts the three behaviors of the LED.

Table 1-1 Table of LED behavior

Behavior Description
On Network connection is active, The device istransmitting or receiving data
Off Theradiois disabled.
Blinks The deviceis searching for the available wireless network connection
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Chapter 6 Specifications

The following technical specification is for reference purposes only. Actua product’ s

performance and

compliance with local telecommunications regulations may vary from

country to country. Wireless Corporation will only ship products that are type approved in

the destination country.

6.l General

Compatibility

Fully interoperable with IEEE 802.11b and 802.11g compliant productsin 802.11b
and 802.11g mode.

LED Indicator

One LED indicates Power On, Transmit Activity, Association, and Power Off

Host Interface

USB 2.0

6.2 Network Information

Security

RC4 WEP 64(40-bit key)/128(104-bit key)

Network
Architecture

Supports Ad Hoc Peerto-Peer Groups and communication to wired infrastructure

networks via A ccess Points.

Installation &
Diagnostics

Complete configuration utility application included. Utility’s site survey tool, surveys
other wireless units and reports packet throughput; Desktop icon continuously reports
status

Operating
System Support

Windows 98SE/ ME /2000/XP

Roaming

Seamless among 802.11b compliant access points (in 802.11b/g modes) and 802.11g

compliant access points (in 802.11g mode)
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6.3 Radio Specification

Antenna Planar Antenna
Antenna Gain 1.09 dBi
| EEE 802.11b: +3dBm
17dBm @1/2/5.5/11 Mbps
Output Power IEEE 802.11g: +3dBm
13dBm @54Mbps
15dBm @48/24/36M bps
16dBm @12/18bps
17dBm @6/9Mbps
IEEE 802.11b: sensitivity @ Packet Error Rate: 8%
® 11Mbps. --80dBm
® 55Mbps. -83dBm
° 2Mbps.  -84dBm
) 1IMbps: -87dBm
IEEE 802.119: sensitivity @ Packet Error Rate: 10%
® 54AMbps.  -65dBm
Sengitivity
® 48Mbps. -66dBm
® 36Mbps. -70dBm
® 24Mbps. -72dBm
® 18Mbps. -77dBm
® 12Mbps -79dBm
® 9Mbps: -81dBm
] 6Mbps. -82dBm
IEEE 802.11b (DSSS)
Modulation ® 55/11 Mbps (CCK)
® 2Mbps(DQPSK)
® 1 Mbps(DBPSK)
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EEE 802.11g (OFDM/DSSS)

®  48/54 Mbps (QAM-64)

®  24/36 Mbps (QAM-16)

®  12/18 Mbps (QPSK)

®  6/9 Mbps (BPSK)

IEEE 802.11b

° 11Mbps: 80 meter

® 55Mbps. 120 meter

® 2Mbps. 200 meter

® 1Mbps. 300 meter
Range Coverage IEEE 802.11g

® 54Mbps. 60 meter

® 48Mbps. 70 neter

® 36Mbps. 80 meter

® 24/18Mbps. 120 meter

® 12/9/6Mbps. 120 meter

Operating Frequency

IEEE 802.11b/g ISM Band

USA(FCC): 2.412GHz~2.462GHz(CH1~CH11)
Europe(ETSI): 2.412 GHz~2.472GHz (CH1~CH13)
Japan(TELEC): 11b/g:2.412GHz~2.472GHz(CH1~CH13)
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6.4 Environmental

Restrictions

Operating Temperature °PCto+55°C
Storage Temperature -20°Cto+80°C
Operating Humidity 90% non-condensing

Storage Humidity

5% to 90% noncondensing

6.5 Physical Features

Operating Voltage DC5V 5%
Weight 359
Dimension 82.5mmx 25.2 mm x12 mm

6.6 Power Consumption

TX: 480 mA
802.11b

RX: 430 mA

TX: 480 mA
802.11g

RX: 430 mA
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LAN-Express|EEE 802.11 USB User Guide

Chapter 7 Regulatory Information

7.1 Regulatory Information

USA — Federal Communication Commission (FCC)

FCC Class B Statement

This device complies with Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in aresidential installation.

(1) This device may not cause harmful interference

(2) This device must accept any interference received, including interference that may

cause undesired operation.

FCC RF Safety Requirement

The radiated output power is far below the FCC radio frequency exposure limits.
(1) Shielded cables, if any, must be used in order to comply with the emission limits.
(2) Any change or modification not expressly approved by the grantee of the equipment

authorized could void the user authority to operate the equipment.

1.2 FCC WARNING

This equipment has been tested and found to comply with the limits for a Class B digita
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device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:
Reorient or relocate the receiving antenna.

Increase the separation between the equipment and the receiver.
Connect the equipment into an outlet on a circuit different from that which the receiver is
connected.
Consult the dealer or an experienced radio/TV technician for help.
This device complies with part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

WARNING For your hedth sake, please keep at least 20 cm away from your

Notebook LCD Panel while using wireless LAN.
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Chapter 8 Glossary

WCU - Wireless Client Utility (WCU); the utility that configures the LAN-Express IL
|IEEE 802.11 USB.

WPA - Wi-F Protected Access mode alows for the authentication and interoperability
with enterprise class WPA enabled networks. This feature alows for authentication with
networks that support the EAP-TLS or PEAP Extensible Authentication Protocol (EAP)
types.

Access Point - An internetworking device that seamlessly connects wired and wireless
networks together.

Ad Hoc - A peer- to-peer wireless network without Access Point. A group of wireless
clients consistent an independent wireless LAN.

Backbone - The core infrastructure of a network, the portion of the network that transports
information from one central location to another central location. The information is then
off-loaded onto alocal system.

BSS - Basic Service Set. An Access Point associated with several wireless stations.

ESS - Extended Service Set. More than one BSS can be configured as an Extended Service
Set. An ESSis basically aroaming domain.

ESSID — Extended Service Set Identifier The length of the ESSD information is between
0 and 32 octets. A 0 length identifier indicates the broadcast SSID.

Ethernet - A popular local area data communications network, originaly developed by
Xerox Corp., which accepts transmission from computers and terminals. Ethernet operates

on 10/100 Mbps transmission rate over shielded coaxial cable or over shielded twisted pair
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telephone wire.

Infrastructure - An integrated wireless and wired LAN is called an infrastructure
configuration.

Roaming - A function that allows one to travel with a mobile end system (wireless LAN
mobile station, for example) through the territory of adomain (an ESS, for example) while
continuously connecting to the infrastructure.

SSID — Service Set Identifier (SSID) is the network name used by the Wirdess LAN. The
length of the SSID information is between 0 and 32 octets

USB — Universal Serial Bus

WEP — Wired Equivalent Privacy is the optional cryptographic confidentiality algorithm
specified by IEEE 802.11 used to provide data confidentiality that is subjectively
equivaent to the confidentiality of awired local area network (LAN) medium that does not

employ cryptographic techniques to enhance privacy.
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